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Abstract

The Internet Engineering Task Force (IETF) is con-
sidering the adoption of controlled-load service as
a standard for relaxed real-time services on the In-
ternet. The ability of relaxed real-time services
to achieve high level of utilization and still pro-
vide acceptable quality of service depends crucially
on the use of measurement-based admission con-
trol (MBAC) algorithms. MBAC algorithms admit
new connections based on measured bandwidth us-
age of existing connections. In this paper we de-
scribe the design and implementation of an MBAC
algorithm for controlled-load service on a router
running FreeBSD 2.2.2 kernel. We then present an
end-to-end evaluation which shows that controlled-
load service, supported by an MBAC, reduces the
packet loss rate and delay variation of real-time
traffic while maintaining network efficiency.

1 Introduction

With the growing popularity of the Internet, its use
as a medium for real-time audio and video traffic
has seen a rapid rise. Currently the Internet of-
fers only a single level of best-effort (BE) service,
which, though adequate for traditional traffic such

�This research is supported in part by funding from
MCNC/MCI and NSF Career Award ANI-9734145 and by
equipment donation from Digital Equipment Corp., Sun Mi-
crosystems Inc., and Intel Corp.

as email and file transfer, does not provide service
guarantees to preserve the fidelity of real-time au-
dio and video sessions. While it has been largely
accepted that real-time applications on the Internet
must adapt to available bandwidth [AMK97], and
adjust their qualityaccordingly, efforts to quantify
the effect of network congestion on user-perceived
quality has seen limited results. The authors of
[MKT95, RKTS94] studied the design of adaptive
algorithms given a packet stream with varying inter-
arrival times. Aside from [BBS98] and the present
paper, we are not aware of any other work that stud-
ied the effect of network design on adaptive play-
back applications.

Two parallel efforts are on-going at the Internet
Engineering Task Force (IETF) to introduce service
differentiation to the Internet that could potentially
preserve the fidelity of real-time sessions in times of
network congestion.Differentiated Servicesaims
to allow network providers to sell virtual links of
guaranteed rate (“premium service”) to organiza-
tions such as other providers or institutional cus-
tomers [CW97, NJZ97];Integrated Servicesaims
to allow per-flow negotiation of quality of service
on a shared link. The integrated services work-
ing group at the IETF is working towards the stan-
dardization of two types of real-time service: Guar-
anteed Service [SPG97] and Controlled-Load (CL)
service [Wro97]. In this paper we consider the use
of CL service in a differentiated-services environ-
ment, for example, when an institution purchases a
virtual link under the differentiated services archi-
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tecture to carry its CL traffic.
Controlled-load service provides a relaxed

real-time service with low loss and low delay with-
out guaranteeing a delay bound. Given a fixed rate
allocated to serve controlled-load traffic, admission
control must be employed to control admittance to
the service. A simple algorithm that ensures the
sum of reserved rates to always be below allocated
rate is an effective, though not always efficient, ad-
mission control algorithm. We refer to this as the
Simple Sum Admission Control algorithm (SSAC)
in the remainder of this paper. A Measurement-
Based Admission Control algorithm (MBAC) con-
trols admittance based on the declared rate of a flow
and measured usage of existing flows. In this pa-
per we show that the application of MBAC to con-
trol access to a virtual link purchased under the dif-
ferentiated services architecture allows CL traffic to
take advantage of statistical multiplexing, increas-
ing utilization of the virtual link, without percepti-
ble degradation in the quality of service received.

Our previous work on MBAC support for CL
service has concentrated on studying the utilization
gain achievable compared against that under the
simple sum algorithm. In this paper, we look at the
end-to-end service seen by adaptive real-time appli-
cations subscribing to CL service when an MBAC
algorithm is used. We show that CL service with
MBAC has the following characteristics:

� Controlled-load traffic receives “better” ser-
vice than best-effort traffic, by which we mean
that CL traffic sees lower packet loss rate and
delay variation.

� When admittance to controlled-load service is
controlled by a properly working admission
control algorithm, best-effort traffic does not
experience excessive loss in the presence of
controlled-load traffic.

� MBAC allows higher utilization of the band-
width allocated to controlled-load traffic than
under SSAC with comparable application-
perceived service in terms of loss rate and de-
lay variation.

Extant studies of measurement-based admis-
sion control algorithm have mostly been based

on formal and numerical analysis or simula-
tions. All the results reported in this paper are
from experiments with our in-kernel implementa-
tion of Measurement-based Admission control for
Controlled-load sErvice (MACE). We describe the
design and implementation of MACE in Section 3.
In Section 4 we describe our experimental setup for
results reported in Section 5. In both Sections 3 and
4 we describe some caveats on the implementation
of MACE and the experimental setup on a network
testbed. MACE has been implemented on Intel’s
PentiumPro machines running FreeBSD 2.2.2. We
will make this implementation available on the Web.
We close this paper by summarizing our results and
lessons learned in Section 6. We start our discus-
sion with an overview of current real-time adaptive
playback applications in the next section.

2 Adaptive Playback of Real-time
Applications

A typical real-time session today involves trans-
mitting digitized audio/video samples from senders
across the Internet to receivers. The current real-
time applications send packets only when new data,
e.g. human voice and body movement, is detected.
Consequently, real-time packets tend to arrive at a
receiver in bursts. We call the time between when
a packet is transmitted by the sender and when it is
delivered (“played back”) to the user, the packet’s
playback delay. Without buffering at either the
sender or receiver, a packet’s playback delay is then
the transmission, propagation, and queueing delays
the packet sees on the network. To ensure smooth
playback of a burst of packets, receivers can buffer
incoming packets and smooth out variations in de-
lay (jitter) that packets experience in the network
by delaying the playback of the leading packet of
the burst. Adaptive playback applications change
the playback point for each burst of incoming pack-
ets, i.e. based on observed packet delay variance,
the playback algorithm can adjust the playback de-
lay of the first packet of the incoming burst.

It has become widely accepted that good pro-
gramming practices of real-time Internet applica-
tions should incorporate some form of adaptive
playback [AMK97]. The adaptive nature of such
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Figure 1: Vat Session with Poor Audio Quality.
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Figure 2: Vat Session with Better Audio Quality.

applications makes the specification of a metric
to quantify the effect of network congestion on
their performance that much harder to define. In
[BBS98], the authors compute theutility function
of adaptive applications as a function of delay vari-
ation. Users of an adaptive application gain util-
ity from the use of the application if delay varia-
tion stays below a certain user-specified subjective
threshold. Users get lower utility from signal recon-
structed from packets with delay variation beyond
this threshold. Delay variation aside, packet loss
also effects signal reconstruction. Adaptive appli-
cations can tolerate some loss in their data stream;
however there is no consensus to how much loss
these adaptive applications can tolerate, though a
low loss rate is generally desirable.

Figure 1 shows a trace of 2000 packets from
a real-time multicast audio session on the MBone1

captured with thetcpdump packet capture tool.
The session captured was a continuous 64kbps
stream of 320-byte UDP packets (excluding proto-
col headers) generated at a fixed 40ms inter-arrival
time. The observed per-packet delay at the receiver
is highly variable, as shown by the wide spread of
the inter-arrival times in the figure. While the au-
dio tool used,vat, was able to adapt and play the
received audio stream, we subjectively found the
quality of the resulting audio unsatisfactory. Fig-
ure 2 shows another trace of packets from the same
audio session captured at a later date. Note that the
delay variation has a much tighter spread compared
to that in Figure 1. The tighter inter-arrival times

1The MBone is a virtual network on the Internet that sup-
ports multicast delivery.

enabled a much smoother playback of the received
audio stream.

In the remainder of this paper, we study the
end-to-end delay variation and loss rate seen by var-
ious flows under different network resource alloca-
tions. Lacking a quantitative metric to judge the
services received, we can only provide comparative
statements on how the delay distribution received
under one service is tighter than that under another
service. Given the subjective nature of perceived
application performance, we do not make any claim
that the difference in delay variation seen will trans-
late into perceptible application performance.

3 Design and Implementation

This section describes in detail the design and im-
plementation of our Measurement-based Admis-
sion control for Controlled-load sErvice module
(MACE) in FreeBSD 2.2.2 kernel. Before we dive
into the detail of MACE implementation, we first
list our implementation guidelines:

� MACE implementation should provide only
minimal service necessary to give priority to
CL class traffic. We do not optimize our design
for any particular transport protocol or specific
application.

� MACE implementation should be modular
such that each of its components can be re-
placed by a different implementation.

� The presence of MACE should be transparent
to the rest of the system.
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Figure 3: Overview of the Implementation

Figure 3 shows the schematic of our MACE
implementation, which includes eight components.
Four components: the packet classifier, the queue
manager, the measurement unit, and the packet
scheduler must be incorporated into the kernel be-
cause they are in the critical path of packet forward-
ing. The flow recognition unit promotes flows from
BE class to CL class. It examines each packet that
is not yet classified as a CL packet and promotes a
flow if certain criteria are met. The flow recognition
unit is placed in kernel to minimize the per packet
processing time. The other three components, the
flow setup unit, the estimator, and the admission
control unit may be implemented as user level pro-
cesses.

We focus our design on the output end of the
packet forwarding path of a router. A two level pri-
ority queue is implemented to support CL service
in addition to BE service available in the traditional
one queue implementation. MACE implementation
classifies and stores CL packets into a separate stor-
age from BE packets. MBAC is applied to limit the
aggregate CL traffic bandwidth usage to the allo-
cated value. Our implementation does not use an
explicit reservation protocol, e.g. RSVP for flow
setup signalling; rather, network administrators use
the flow setup unit to specify the criteria for flow
setup. A per flow state is maintained for each rec-
ognized flow as in RSVP.

In the following paragraphs, we give a detailed
description of each component of MACE.

Packet Classifier. The packet classifier deter-
mines the type of service each incoming packet re-
ceives. The packet classifier matches each incom-
ing packet against a set of flow descriptors in the
classifier table. If a match is found, the packet is
considered a CL packet; otherwise, it is considered
a BE packet. For the purposes of this paper, we use
a single hash table for flow descriptor lookups. As-
suming the network carries only IPv4 packets, we
use the<source address, source port, destination
address, destination port> fields of the IPv4 packet
header as our flow descriptor. Our implementation
allows for the use of the other fields in the IPv4
header, but they are not considered in this paper.

Queue Manager. The queue manager maintains a
two-level strict priority queue, with CL traffic at the
higher level. CL packets are therefore isolated and
protected from BE packets.

The current FreeBSD 2.2.2 kernel implements
a single interface queue of 50 packets for each
Ethernet interface; we replace this single interface
queue by our two-level priority queue. The total
size of the priority queue is 50 packets. In the ab-
sence of CL traffic, a router with MACE implemen-
tation behaves exactly like a traditional router pro-
viding only BE service. When CL traffic is present
and the MACE queue is filled, incoming BE pack-
ets are dropped unconditionally. CL packets are
not dropped until the number of CL packets in the
MACE queue reaches 50. We originally imple-
mented a system with separate CL and BE queues
of 50 entries each. This design was abandoned be-
cause the comparison is unfair in the sense that the
queue size was twice that of the original FreeBSD
kernel.

Measurement. The measurement unit keeps a
counter for the number of bits transmitted oneach
network interface. Periodically, an average band-
width usage is computed from this counter, and the
counter is cleared. The counter is updated whenever
a new packet is enqueued. Counting when packets
are enqueued gives us the arrival rate, which could
be higher than the service rate of the outgoing link.
This makes MACE unit more conservative.
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Packet Scheduler. The scheduler ensures that CL
packets always get priority over BE packets. The
packet scheduler is called by the device indepen-
dent network output function and the device inter-
rupt handler routine. As long as there are CL pack-
ets queued, the scheduler will dispatch the packet at
the head of the CL queue; otherwise the packet at
the front of the BE queue is dispatched only when
the output interface queue is empty.

Flow Recognition. The flow recognition unit de-
tects potential CL connections and attempts to add
each one to the flow descriptor table of the classi-
fier. Aside from the table used by the classifier, the
flow recognition unit also maintains a separate flow
recognition table to keep track of potential CL con-
nections. This flow table is similar to the classifier
flow table, with an additional packet counter field
used to record the number of packets sent by a CL
candidate. When the packet counter exceeds a pre-
defined threshold, the flow recognition unit attempts
to move the new flow to the CL service class. At
this point, admission control must be performed to
ensure that the addition of this flow will not violate
the allocated bandwidth for CL class. If admitted,
the flow descriptor for this flow will be added to the
classifier’s flow descriptor table. Since a flow’s life-
time is generally not knowna priori, MACE relies
on a timeout mechanism to remove stale flows. If
an admitted CL flow does not inject any packet into
the network within a timeout period, we declare the
flow “stale” and remove it from the classifier flow
descriptor table.

Flow Setup. The flow setup unit assists the flow
recognition unit in building the flow table. It also
provides the admission control unit with a band-
width usage estimate of each new flow.

To aid the flow recognition unit, the flow setup
unit uses a list of descriptors of applications that
may receive CL service. Each descriptor contains
a port number and user specified token bucket pa-
rameters. This list is stored as a plain text file which
network administrators can easily modify. The flow
setup units export the list of port numbers that the
flow recognition unit should monitor. The flow
recognition unit keeps the list in kernel to speed up

the recognition process. Whenever a CL flow is rec-
ognized (by having a specific port number and num-
ber of packets above the threshold), the flow recog-
nition unit calls the flow setup unit. The flow setup
unit finds the bandwidth usage estimate of the new
CL flow from the list of descriptors and invokes the
admission control unit.

Admission Control. The admission control al-
gorithm used in this paper is the one studied in
[JSD97]:

v� > br + b� (1)

where� is the bandwidth allocated to CL traffic,
v the target utilization,br a rate estimate of the
new connection requesting CL service, andb� the
measured aggregate bandwidth of existing CL con-
nections. A detailed explanation of the algorithm
and recommendations on parameter choices can be
found in [JSD97].

Estimator. The estimator computes the average
bandwidth usage. It periodically samples the
counter maintained by the measurement unit. We
use the same moving time window mechanism pre-
sented in [JSD97] to obtain a bandwidth usage es-
timate from bandwidth averages. This moving time
window mechanism uses a fixed window size ex-
pressed in number of samples. The maximum band-
width during each measurement window is recorded
by the estimator. The bandwidth usage estimate is
updated on three occasions. At the end of a mea-
surement window, we update the estimate to be the
recorded maximum sample. Whenever an individ-
ual sample exceeds the estimate, we immediately
update the estimate with the new sampled value. We
also update the estimate when a new flow is admit-
ted by adding the flow’s reserved rate to the current
estimate.

3.1 Caveat Implementor

Next, we present two caveats while implementing
MACE. The first one is deciding where in kernel to
implement CL service support, and the second is in
deciding how to implement the packet scheduler.
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Figure 4: Experiment Setup

We want to implement CL service support in
the critical path of packet forwarding to achieve ef-
ficiency and speed. There are two possible places
to implement MACE, the packet input queue and
the packet output queue. We first experimented
with adding support for CL service at both the input
queue and the output queue. We found out that the
normal processing of input packets is done by Eth-
ernet device interrupt handler, which must be fast
to keep up with packet arrivals. Adding CL service
support at the input queue slows down the interrupt
handler because each packet must now be classified
and put into the proper queue. The slow-down of in-
terrupt handler causes more packets to be dropped
at a busy router since the possibility of overrunning
the Ethernet interface buffer is now higher. This is
a well known problem of input-queueing [Kes97].
Furthermore, we observed little input queueing at
the IP level, hence we do not add CL service sup-
port at the input queue. On the other hand, we ob-
served more packet queueing at the output queue,
and output queueing is done at an interrupt level
lower than the device interrupt handler’s so classify-
ing and queueing each packet does not decrease the
kernel’s efficiency in receiving incoming packets.
In our final implementation, MACE is done only at
the packet output queue.

The second caveat comes from the implemen-
tation of the packet scheduler. In our implementa-
tion, outgoing Ethernet packets are always queued
first in the MACE queue. Packets are then dis-
patched to the output interface by the scheduler ac-
cording to their classification. In the first version,
we dispatched BE packets to the interface as long
as the CL queue was empty. This seems reasonable
at first, but we then discovered that it was possible

for BE packets to get queued on the device inter-
face queue inside the kernel. On a busy router, the
interface queue almost always contains more than
one packet; often, the interface queue contains more
BE packets than it can transmit between successive
CL packet arrivals thus causing CL packets to be
queued behind BE packets. As a result, CL pack-
ets on a busy router receive no better service. We
revised this implementation so a BE packet is dis-
patched only when the interface queue is empty. A
CL packet is dispatched to the interface if one is
awaiting service; if no CL packet is awaiting ser-
vice, then BE packets are dispatched one by one
only when the device is ready. This ensures that
in the worst case, a CL packet is delayed by at most
one BE packet, in addition to CL packets ahead of
itself. With this implementation, CL packets are
no longer queued behind BE packets and indeed re-
ceive better service than BE packets.

4 Experiment Setup

Extant studies on the performance of measurement-
based admission control and controlled-load service
have mostly been done through theoretical analysis
and simulation. In this paper, we look at the perfor-
mance of MACE on a network testbed.

Our network testbed consists of four 200 Mhz
PentiumPro PCs and one 167 Mhz UltraSparc Sun
workstation. Each PentiumPro PC is equipped with
three 100 Mbps Ethernet interface cards; the Sun
workstation is equipped with five 10 Mbps inter-
faces. The testbed setup is depicted in Figure 4.
All nodes in our testbed are connected with point-
to-point links. The node labeledDestination in
the figure is the Sun workstation. A 10 Mbps bottle-
neck link connectsDestination andRouter1 .
In all our experiments, the node labeledRouter0
never sees congestion; the node labeledRouter1
experiences congestion due to the slower speed of
the bottleneck link and is the focus of our study.
We send UDP traffic from the two source nodes to
Destination .

There are two types of traffic in our experi-
ments: CL and BE traffic (referred to astesting traf-
fic from here on), whose behaviors we study in the
paper, and background traffic, which creates the re-
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Figure 5: Unexpected Histogram of Packet Inter-
arrival Time with Fixed Size Congestion Packet

quired network congestion for our experiments. We
found that if CL and BE traffic sources were run
side by side on the same workstation as the back-
ground traffic sources, background traffic sources
could not receive enough CPU time to create the
desired level of congestion. Thus, we send the two
types of traffic sources from separate nodes in our
testbed.

In the next two paragraphs, we describe the
creation of different levels of network congestion.
In section 4.1, we describe the source models used
in generating flows that we want to study, and in
section 4.2, the experiment scenarios used for data
collection.

To create different levels of network conges-
tion, we use a simple source model that continu-
ously sends UDP packets. The source model has
two tunable parameters: the average packet size and
the packet generation interval. We change the av-
erage packet size to vary the average packet trans-
mission time at a router; and we change the packet
generation interval to vary the packet arrival rate at
a route. We adjust both parameters to create differ-
ent levels of network congestion. UDP connections
are used instead of TCP connections for background
traffic because a TCP connection reduces its sent
rate when network is congested, i.e. when packet
loss is detected.

While designing and testing our background
traffic, we discovered two problems that could have
invalidate our results if they were not addressed. We
originally used fixed size packets, which gave rise

to inter-arrival times of testing traffic as recorded in
Figure 5. One would expect the histogram func-
tion to be a relatively smooth bell shaped curve;
however, we see sharp “peaks” and “valleys” in
the graph. Randomization of the congestion traf-
fic packet size eliminates this problem as shown in
Figure 9(Section 5.2). We also discovered another
potential problem with the FreeBSD kernel. The
FreeBSD 2.2.2 kernel implements ICMP source
quench. Under congestion, routers with this imple-
mentation send messages to senders advising them
to reduce their connection rates. As a result of
receiving and processing many such packets, the
senders are not able to generate packets very fast.
This is inconsistent with our objective of creating
network congestion, hence we disabled this feature
of FreeBSD 2.2.2 in our experiments.

4.1 Source Models for Testing Traffic

In our experiments, we model a testing traffic source
as either a constant bit rate (CBR) source or an
ON/OFF process with constant peak rate. The CBR
source sends fixed size packets at constant inter-
arrivals. This is a model we use for pre-recorded
music broadcasted over the MBone.

We use two types ofON/OFF sources: one with
exponentially distributedON/OFF times, the other
with Pareto distributedON/OFF times. During each
ON period, packets are generated at a fixed rate. The
EXP1 model shown in Table 1 is a model for pack-
etized voice encoded using ADPCM at 32 kbps.
Pareto distribution is a heavy-tailed distribution that
can be described by two parameters: its location and
shape (�). A Pareto shape parameter less than 1
gives data with infinite mean; shape parameter less
than 2 results in data with infinite variance. The
Pareto location parameter can be computed from the
formula: mean � (shape � 1) = shape. EachON

period of the Pareto-ON/OFF model is a Pareto dis-
tributed random number. During eachON period,
packets are generated at a constant bit rate. TheOFF

times are also Pareto distributed. We use Pareto
ON/OFF models with finite mean and infinite vari-
ance. Aggregation of ParetoON/OFF sources mod-
els traffic exhibiting long range dependency (LRD)
[WTSW95].

In our experiments, we only use one kind of
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Source Model T on (ms) T off (ms) Peak Rate �

POO1 400 400 64 kbps 1.5
POO2 40 360 256 kbps 1.1
POO3 313 2925 64 kbps 1.1
EXP1 313 325 64 kbps
EXP2 20 180 256 kbps

Table 1: ON/OFF Source Models Used in Our Ex-
periments

CBR source, a source sending at 64 kbps. We use
several variations of the twoON/OFF source models
as shown in Table 1. Each row in Table 1 corre-
sponds to anON/OFF source model. The columns in
the table show various parameters for each model,
with T on being the averageON time, T off the av-
erageOFF time, Peak Rate the connection data
rate duringON times, and� the shape parameter of
ParetoON/OFF models.

We implement each source model with a pro-
gram that sends UDP packets. Similar to the gen-
eration of background traffic, we can tune the test-
ing traffic for packet generation intervals but fix the
packet data size to be a constant 320 bytes. We
achieve different connection rates by varying packet
inter-arrival times, e.g. for connections with data
rate of 64 kbps, we generate a packet every 40 ms,
and for connections with data rate of 256 kbps, we
generate a packet every 10 ms. In Table 1, thePeak
Rate refers to the actual data rate, i.e. the amount
of data sent in bits per second. The overall band-
width consumption is higher than the data rate be-
cause each packet also carries protocol headers be-
sides data. Thus, duringON times, a connection
with 64 kbps peak rate sends 320 bytes of data ev-
ery 40 ms, with 12 byte RTP header, 8 byte UDP
header, 20 byte IP header, 26 byte Ethernet header
and trailer. The total size of each packet is therefore
320 + 12 + 8 + 20 + 26 = 386 bytes. The overall
bandwidth consumption of a 64 kbps connection is
therefore386bytes=40ms = 77:2kbps. Hence, a
64 kbps source sending 320 byte data appears to be
sending 386 byte packets to the measurement unit
and is considered to be generating 77.2 kbps by the
admission control unit.

4.2 Experiment Scenarios

In this section, we describe the four scenarios used
in our experiments. In the first and second scenar-
ios, we start the congestion traffic and wait until it
fills the pipe, then we start the testing traffic. In the
third and fourth scenarios, which we use to inves-
tigate MBAC, we report only data collected after a
warm-up period of 100 seconds. About 30% of the
link bandwidth is allocated to CL traffic.

Before presenting the four scenarios, we list
the values used for all MACE system parameters.
For flow recognition unit, the packet counter has a
threshold of 100 packets for 64kbps traffic and 10
packets for 256kbps traffic. The value of packet
threshold changes the number of available flows
that can be recognized. We want each CL flow
to have statistically significant number of packets
before we recognize it as a flow; however, we do
no claim that our choices are optimal. We make
this a tunable parameter so network administrators
can tailor the flow recognition unit to their needs.
The measurement unit samples bandwidth usage
every 5 seconds, and the estimator computes the
bandwidth averages every 100 seconds. The sam-
pling period determines how sensitive the measure-
ment unit is to the burstiness of network traffic.
Small sampling period gives more accurate instan-
taneous bandwidth usage; large sampling period
gives smoother averages. The estimator window
size affects flow admittance dynamics. An admis-
sion control algorithm with small estimator win-
dow size could potentially admits a small number
of flows continuously, and large window size causes
flow arrivals to be bursty. We made the window
size to be 20 sampling periods so the estimator has
enough samples. Again these parameters are tun-
able.

In our first scenario, we use 40 64 kbps CBR
sources to generate testing traffic. Of the 40 CBR
sources, 20 of them request CL service, the rest BE
service. We run 20 background traffic sources with
20 ms packet inter-arrival times and randomized
data packet size. Each background traffic source has
a lifetime of 10000 packets, and each testing con-
nection has a lifetime of 5000 packets; therefore,
both background flows and testing flows have the
same lifetime of 200 seconds. We record the loss
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Figure 7: Packet Loss Comparison of CL and
BE Connections with Mixed Source Models

rate and packet delay of testing traffic under differ-
ent levels of network congestion with and without
MACE implementation.

We pick the POO1 model in the second sce-
nario to simulate more realistic audio sessions. We
use 40 POO1 sources as the testing traffic, with 20
of them requesting CL service, and subject them to
the same background traffic as under the first sce-
nario. Again, under MACE, we admit all 20 CL
connections. Since each source has a randomized
lifetime, repeating an experiment with and without
MACE yields two set of connections with different
lifetimes. To ease comparison, we decide to use
a record-and-replay scheme for this scenario. We
first run an experiment for 200 seconds and record
the lifetime and starting time of each of the 20 CL
connection. We then playback this session with the
same starting times and lifetimes with and without
MACE.

To test the effectiveness of MBAC, we first use
each of the source models in a separate experiment
so only homogeneous sources under CL service are
examined. In the third scenario, for each CL con-
nection modeled by a source with data rate of 64
kbps, we reserve 77.2 kbps; for a CL connection
modeled by a 256 kbps source, we only reserve 154
kbps, which, incidentally, corresponds to the band-
width requirement of a connection with peak data
rate of 128 kbps. We only reserve half the band-
width requirement of 256 kbps sources to study the
effect of statistical multiplexing gain on link uti-
lization under MBAC. A properly working MBAC

should bound the amount of CL bandwidth usage
under the amount allotted to the CL service class.
An MBAC that fails to bound CL traffic consump-
tion to the alloted amount could potentially starve
BE traffic. While we provide better service to CL
traffic, we must still provideacceptable service to
BE traffic.

In each experiment, we run a daemon process
that forks out a fixed number of sources requesting
CL service and maintains that number of CL con-
nections by creating a new one whenever an old one
departs. The number of connections that request
CL service is so large that there are always con-
nections waiting to be admitted into the CL class.
All of these sources have exponentially distributed
lifetimes with an average of 1000 seconds. Each ex-
periment lasts three times the average flow lifetime.
We record the bandwidth utilization ineach exper-
iment under both MBAC and Simple Sum Admis-
sion Control (SSAC).

In the fourth scenario, we mixed the source
models of testing traffic. The source models in this
scenario are: CBR sources with 64 kbps data rate,
POO2, POO3, EXP1, and EXP2 sources. As in the
third scenario, we reserve 77.2 kbps for each CL
connection modeled by the CBR, POO2, and EXP1
source models, and 154 kbps for each CL connec-
tion modeled by the POO3 and EXP2 source mod-
els. We use background traffic with offered load
of 130% of the 10 Mbps bottleneck link. Connec-
tions under this scenario all have average lifetimes
of 1000 seconds, and each experiment is run for
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3000 seconds.

5 Results

We present the results of our experiments on packet
loss rate, packet delay, and MBAC in this section.
For packet loss rate and packet delay experiments,
we allocate enough bandwidth for CL traffic so
MBAC is not used. Later experiments concentrate
on MBAC studies. We show that with MACE, traf-
fic under CL service experiences lower packet loss
and more uniform packet delay than traffic under
the traditional BE service; furthermore, the pres-
ence of CL traffic does not cause background traf-
fic to lose excessive number of packets. We also
show that under MBAC, the utilization of allocated
CL bandwidth is higher than that under SSAC, with
comparable delay and loss performance.

5.1 Packet Loss

Most interactive real-time applications designed for
the Internet can adapt to varying network load and
occasional packet losses. Under heavy network
load, when packet loss rate can be higher than 10%,
even if the application can reconstruct the signal,
the resulting quality is likely to be unacceptable. By
putting these interactive traffic into a CL class, we
hope to keep the loss rate reasonably low. In this
section we present results from experiments con-
ducted under the first and fourth scenarios described
in the previous section. We show that loss rates of
connections under CL service in both scenarios are
much lower than that of traditional BE connections.

We first compare the aggregate loss rate of
64kbps CBR connections under BE service against
identical connections under CL service. Data was
obtained from an experiment under the first sce-
nario described in the last section. Shown in Fig-
ure 6 is the plot of aggregate loss rates of 20 BE
connections with MACE, 20 CL connections with
MACE, and 40 BE connections without MACE im-
plementation. The x-axis is the average offered load
of background traffic expressed as a percentage of
the 10 Mbps bottleneck link speed. The y-axis is
the packet loss percentage of the respective traffic
types.

The loss rate of CL traffic with MACE is sig-
nificantly lower than that of BE traffic with or with-
out MACE. While BE traffic without MACE expe-
riences loss rate as high as 30%, the worst loss rate
of CL traffic is just over 1%. Packet loss of CL
traffic occurs primarily during the flow recognition
phase when the initial 100 packets fromeach CL
connection are classified as BE packets. It is clear
that the presence of a priority scheduler reduces CL
packet loss. This improvement can be beneficial
especially under highly congested network condi-
tions. We also observe that the loss rate of BE traf-
fic under MACE is not significantly worse than the
loss rate of BE traffic without MACE.

We expect real-time audio and video traffic on
the Internet to be better modeled by traffic with
ON/OFF times instead of CBR traffic [Flo96, GW94,
BSTW95]. We conducted an experiment under
the fourth scenario with mixed BE and CL traf-
fics modeled by CBR 64 bkps, POO1, POO3, and
EXP1 source models. Figure 7 graphs the aggre-
gate packet loss rate of BE and CL connections. The
figure confirms that traffic under CL service indeed
experiences lower loss rate than under BE service.
Figure 8 shows that the packet loss rate of back-
ground traffic in this experiment, given theON/OFF

CL sources, is lower than that under the first sce-
nario, where the CL sources generate CBR traffic,
by around 5% to 10%.

5.2 Packet Delay

Low packet loss rates alone may not be sufficient
to guarantee good audio and video quality on the
Internet. Another important factor that influences
the quality of real-time traffic is the delay expe-
rienced by individual packets. Real-time audio
and video applications typically compute playback
points based on individual packet delays [MKT95].
Large packet delay variations cause playback points
to be postponed, resulting in loss of fidelity. Hence,
one of the objectives in introducing CL service is to
reduce the delay variations experienced by real-time
audio and video traffic.

A straight forward way to compute packet de-
lay is for each packet to carry a timestamp. The
sender stamps each packet before transmission. The
difference between the value stored in the times-
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Figure 8: Packet Loss Comparison of Back-
ground Traffics with Two Types of CL Traffics
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Figure 9: Histograms of Aggregate Packet Inter-
arrival Time of CBR BE and CL Traffics
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Figure 10: Histograms of Aggregate Packet
Generation Times and Inter-arrival Times of BE
Connections.
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Figure 11: Histograms of Aggregate Packet
Generation Times and Inter-arrival Times of CL
Connections.

tamp and the time when the packet is received is
the end-to-end delay. This calculation requires syn-
chronized clocks at both ends of the transmission.
Since we are only interested in delay variations, we
only need to look at packet inter-arrival times. Since
packets are generated with fixed inter-arrival at the
sender, large variations of packet inter-arrival times
seen by the receiver imply high delay variations.

In this section, we present results of experi-
ments from the first, second, and fourth scenarios.
In the first scenario, we study 64 kbps CBR traf-
fic under CL service; in the second scenario, we
study LRD traffic (POO1), and in the fourth sce-
nario, we look at the highly bursty traffic, POO2 and
EXP2, under CL service. We show that under CL
service, 64 kbps connections all have significantly

lower delay variations than under BE service, with
256 kbps connections seeing moderately improved
delay variations.

Figure 9 shows the histogram of aggregate
packet inter-arrival times for an experiment under
the first scenario. The traffic we study is 64 kbps
CBR connections under both CL and BE services.
On the x-axis, we show the range of inter-arrival
times, and on the y-axis, we show the percentage
of packets with a particular inter-arrival time (note
that the y-axis is in log scale). We removed all
packets whose inter-arrival times are greater than
80 ms. Since packets are generated every 40 ms,
and queueing delay of 40 ms is not possible in our
experiment, the only way a packet can have inter-
arrival times greater than or equal to 80 ms is when
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one or more packets that immediately preceded this
one was dropped, in which case, the 80 ms is not a
true inter-arrival, and we discount them in our fig-
ure. This not only removes the effect of lost pack-
ets, but also removes the first packet from eachON

time, which has an inter-arrival time that is actually
the precedingOFF time. Under CL service, 99% of
all packets have inter-arrival times that differ by less
than 25% from the ideal inter-arrival time, while
only 58% of BE packets are within this range.

Next, we present a back-of-the-envelop anal-
ysis of the delay BE traffic sees under congestion.
In this experiment, there are 20 background traffic
sources, each sending with a peak rate twice that
of a testing traffic source. Without MACE, both
CL and BE connections are treated as BE traffic.
Each background traffic packet has 700 byte data
(excluding all protocol headers) plus an exponen-
tially distributed offset with a mean of 100 bytes
for an average of 800 bytes per packet. Each test-
ing traffic packet has 332 byte data (without proto-
col headers). On average, a router sees 2 incoming
congestion packets for every 2 BE packets; hence,
the average packet data size seen by a router is
800�:5+332�:5 = 566 bytes. Together with pro-
tocol headers, the average raw packet size is around
620 bytes. A BE packet arriving at a full queue (of
50 packets in this experiment) at a router with 10
Mbps outgoing link experiences a queueing delay
of 50 � 620 � 8=10; 000 = 24:8ms – a queueing
delay that is certainly not negligible considering the
packet inter-arrival time of 40 ms. Since the back-
ground traffic is sent twice as fast as the testing traf-
fic, the interface queue is filled mostly with packets
from these faster connections. An empty entry at
the end of the queue has a higher probability of be-
ing occupied by a packet from faster connections.
Thus packets from slower connections are likely to
be queued after many packets from faster connec-
tions and have long queueing delays.

Researchers have observed LRD characteristic
in Internet audio and video traffic [Flo96, GW94,
BSTW95]. To see the effect of LRD, we use the
POO1 model from the second scenario. We run
an experiment from the second scenario and record
flow arrival times and lifetimes of 20 CL connec-
tions. We then play the session back with the same
flow arrival times and lifetime with and without

MACE implementation. In Figures 10 and 11, we
show the histogram of aggregate packet generation
times at the sender and packet inter-arrival times
at the receiver for both CL and BE traffic. Again
we remove all packets with inter-arrival time of 80
ms or greater. Independent of objective perceptible
difference in quality, we say that based on the Fig-
ures 10 and 11, an adaptive playback algorithm will
be able to compute a smoother playback function
with LRD connections under CL service.

In the fourth scenario, we use more complex
traffic sources that include, aside from the sim-
ple CBR 64 kbps and EXP1 sources, LRD sources
(POO3), highly bursty sources (EXP2), and highly
bursty LRD sources (POO2). For this set of data, we
show separate plots for connections with 256 kbps
peak rate (POO2, EXP2) in Figure 12 and connec-
tions with 64 kbps peak rate (CBR, POO3, EXP1)
in Figure 13. For 256 kbps connections, CL service
provides marginal improvement over BE service in
terms of packet delay. The marginal improvement
here is the result of connections having fast trans-
mission rate; connections with faster transmission
rates fill up the queue with consecutive packets,
packets from connections with slower transmission
rates are likely to see a queue of packets from con-
nections with faster transmission rates. While the
improvement in packet delays of CL traffic over BE
traffic is marginal, we note that the loss rates of both
types of CL traffic is just under 1% while the loss
rate for 256 kbps BE traffic is 20% and 24% for 64
kbps BE traffic.

5.3 Measurement-based Admission Con-
trol

In the last two subsections, we studied packet loss
rate and packet delay without enabling MBAC on
CL traffic; In this section we present our findings
on the bandwidth utilization of CL traffic under
both MBAC and Simple Sum Admission Control
(SSAC). SSAC uses an admission control that lim-
its the sum of reserved peak rates to be below the
allocated bandwidth.

We present results of experiments from the
third and fourth scenarios. We show that MBAC
enables much higher levels of link utilization while
maintaining packet loss rate and delay variations
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Figure 12: CDFs of Aggregate Packet Inter-
arrival Times of Eight 256 kbps connections un-
der CL and BE services
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Figure 13: CDFs of Aggregate Packet Inter-
arrival Times of Twelve 64 kbps connections un-
der CL and BE services

Source CL with SSAC CL with MBAC
Model %Utilization Flows %Utilization Flows
POO1 44.5 50 72.5 83
POO2 31 15 61 27
POO3 16 29 46 91
EXP1 49 50 89.6 93
EXP2 29 14 93 47
MIXED 36 19 74 34

Table 2: Comparison of SSAC with MBAC for Sin-
gle Source Model

comparable to that achieved under SSAC.
Table 2 shows that with the same amount of

bandwidth allocated to CL traffic, MBAC outper-
forms SSAC in link utilization for all the source
models. The%Utilization columns show the
average bandwidth utilization undereach admission
control algorithm; theFlows columns show the
number of concurrently admitted CL connections
under each algorithm. For POO1 and EXP1, we re-
served 39% of total link speed, and for the rest of
the source models, we reserve 23% of the total link
speed. Figure 14 shows a sample path bandwidth
utilizations under MBAC and SSAC for POO1 CL
connections. As expected, MBAC is very effec-
tive when source models are smooth (POO1 and
EXP1). When sources are very bursty, such as in
the POO3 case, where the peak to average ratio is
10:1, MBAC’s effectiveness in increasing link uti-
lization is limited. We also note that physical limi-
tation of the machines prevented us from generating
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Figure 14: Aggregate Bandwidth Usage in 2500
seconds of POO2 Connections under both MBAC
and SSAC.

more than 100 offered POO3 flows.
Next, we show that the higher link utilization

under MBAC does not drastically degrade the ser-
vice CL traffic receives. We used mixed traffic with
5 source models: CBR with 64 kbps peak rate,
POO2, POO3, EXP1, and EXP2. In the mixed traf-
fic, the number of connections under each source
model is roughly the same. We ran the experiment
under both SSAC and MBAC with background traf-
fic that is 130% of the 10 Mbps bottleneck link
speed. For 256 kbps CL connections, only 8% more
of total packets are received under SSAC with inter-
arrival times of 10 ms or less as shown in Figure 15.
When we compare the rest of CL traffic, the inter-
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arrival time distributions are almost identical under
both SSAC and MBAC. Figure 16 shows 64 kbps
CL connections which ran side by side with the 256
kbps connections mentioned earlier. The perfor-
mance is slightly worsened while the average link
utilization under MBAC is 50% higher than under
SSAC. Overall, MBAC delivers packet delays com-
parable to that under SSAC.

6 Conclusion

In this paper, we have presented our design and
implementation of Measurement-based Admission
Control for Controlled-load service. Results ob-
tained from running experiments on actual network
setup show that this implementation successfully
accomplishes our design goals. While our exper-
iments are of limited scale, the results give evi-
dences that CL service can provide benefits to real-
time audio and video connections on the Internet.
We learned some important lessons from this imple-
mentation about good experiment setup (Section 3),
programming techniques (Section 4), and data anal-
ysis.

In summary, we find that traffic under CL ser-
vice has a much lower loss rate than that under BE
service. While providing CL service does increase
the packet loss rate of background traffic, this in-
crease is marginal. Under CL service, traffic sees
tighter packet inter-arrival time, and this holds true
for homogeneous as well as mixed traffic sources.
In MACE, CL service is complemented by MBAC
so the membership in CL class is controlled, re-
sulting in lower packet loss rate and tighter packet
inter-arrival time for admitted traffic. It yields sig-
nificantly higher bandwidth utilization at the cost of
slightly worse packet inter-arrival times.
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