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Abstract

Network delivery services providing “better-than-best-effort” ser-
vice over the Internet are being studied, and are particularly
necessary for multimedia applications. The selection and use of
a specific delivery service involves negotiation between the user
and the network; they agree upon specifications such as the type
of service user packets will receive, the constraints the user traffic
must adhere to, and the price to be charged for the service. In
this paper, we describe a protocol through which the user and
the network (or two network domains) can negotiate network ser-
vices. We refer to the protocol as a Resource Negotiation and
Pricing protocol (RNAP). Through RNAP, the network service
provider communicates availability of services and delivers price
quotations and charging information to the user, and the user re-
quests or re-negotiates services with desired specifications for one
or more flows. RNAP protocol mechanisms are flexible enough
to support multiple delivery service models, and allow dynamic
re-negotiation of services during a session. Two different network
architectures are defined to support RNAP, a centralized archi-
tecture with a Network Resource Negotiator (NRN) administer-
ing each network domain, and a distributed architecture without
any centralized controlling entity. Mechanisms are proposed for
local price and charge computation, formulation of end-to-end
prices and charges across multiple domains, and communication
of this information through RNAP messages. Results of a pro-
totype implementation are briefly described.

1 Introduction

Motivated by growth of Internet multimedia applications,
a number of researchers have investigated network delivery
services that provide “better-than-best-effort” (BBE) ser-
vice to the user, in the sense that they provide some QoS
support or guarantees to applications. Important examples
of proposed network service models are the integrated ser-
vice model (int-serv) [1, 2], and the differentiated service
model (diff-serv) [5, 6].

As these services are implemented in the Internet, user
applications will be able to request and use the delivery ser-
vice appropriate to their requirements. We may regard the
selection and use of a specific delivery service as a nego-
tiation process. The customer and network negotiate and
agree upon specifications such as the type of service user
packets will receive, the constraints the user traffic must
adhere to, and the price to be charged for the service. The

central goal of our work is to develop a protocol through
which this negotiation can take place. The protocol should
be generic and flexible enough to support multiple deliv-
ery services and environments (including int-serv, diff-serv,
and best effort services), service negotiation at different lev-
els of granularity (flow- and aggregate-based), negotiation
by both sender and receiver, and “in-band” and “out-of-
band” resource reservation mechanisms. It should allow the
service provider to communicate service availability, esti-
mated prices for available services and charges accruing to
the user, and allow the user to request a specific service.
It should also support dynamic service re-negotiation be-
tween the user and the network, allowing the network to
adjust pricing in response to changes in network load, and
allowing the user to respond to changes in application re-
quirements. We refer to the proposed negotiation protocol
as the Resource Negotiation And Pricing protocol (RNAP).

A slightly different, and somewhat secondary goal of this
work is to develop a general strategy for pricing in a BBE
service. We propose an algorithm for computation of a lo-
cal or incremental price for a service at a given point in a
network; we also propose a number of alternative mecha-
nisms to allow the network to compute a global price on
the basis of these incremental prices, and to charge the user
for the end-to-end service. The paper is organized as fol-
lows. In the following section, we define two alternative
protocol architectures, a centralized architecture (RNAP-
C), and a distributed architecture (RNAP-D). We consider
the design goals discussed above in greater detail in order
to develop an outline of the RNAP protocol. In Section 3,
we present a detailed description of the basic RNAP proto-
col, including protocol messages, and message sequences in
centralized and distributed architectures. We then expand
our discussion to end-to-end service negotiation across mul-
tiple domains, and also briefly consider advance reservation
mechanisms. In Section 4, we discuss pricing and charg-
ing mechanisms in RNAP. The communication of pricing
and charging information in the various RNAP messages
is first discussed, followed by an explanation of how end-
to-end pricing and charging can be formulated under both
RNAP-C and RNAP-D architectures. We end the section
by considering a specific strategy for pricing a BBE service
at a single network point, based on which a complete pric-
ing system may be realized using RNAP. In Section 5, we
describe a prototype implementation of the RNAP protocol
and architecture in a test-bed network. In Section 6, we
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Figure 1: RNAP-C Architecture

briefly discuss some related work. We summarize our work
in Section 7 and also point out important open issues.

2 Architecture and Design Goals

2.1 Protocol Architecture

We begin by considering a scenario in which a customer
(sender or receiver) wishes to reserve network resources
for multiple flows, for example, traffic flows from a video-
conference. We assume that the user application negotiates
through an agent referred to as the Host Resource Nego-
tiator (HRN). The HRN is responsible for obtaining infor-
mation and price quotations for available services from the
network. During the negotiation, the HRN requests a par-
ticular service, specifying the type of service (guaranteed
service, control load service, premium service, assured ser-
vice, best effort service, etc.), and parameters to character-
ize the requested service. Some parameters are general to all
services (immediate/advance reservation, preemption level,
partial reservation, etc.) and other parameters are specific
to a service class (peak rate, average rate, burst size, lost
rate, delay, jitter etc.). The HRN can negotiate simultane-
ously for one or multiple flows, and request different services
for each of them.

A HRN negotiates only with its access network to reserve
resources, even if its flows traverse multiple domains. If a
domain could provide pricing information for services along
different paths, the HRN will choose the optimal path at
beginning of the transmission. A HRN may also decide to
renegotiate resources at a later time if the network is under
heavy congestion and the price is prohibitive. In addition
to resource negotiation between the HRN and the network,
the RNAP protocol is also intended for resource negotiation
between two network domains. An access domain “A” may
receive requests for a service in a certain direction passing
through a neighboring transit domain “B” from one or more
users, and use RNAP to request the service for the flow or
flow-aggregate from domain “B”. We discuss an end-to-end
negotiation scenario across multiple domains in Section 3.4.

For negotiation on the network side, we consider two al-
ternative architectures, a centralized architecture, and a dis-
tributed architecture.

2.1.1 Centralized Architecture (RNAP-C)

In a centralized architecture, the network negotiates through
a Network Resource Negotiator (NRN). Each administrative
domain has at least one NRN. The NRN delivers price quo-
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Figure 2: RNAP-D Architecture

tations for the different available service levels to HRNs,
answers service requests from HRNs, and is also responsi-
ble for maintaining and communicating user charges for a
particular session.

The NRN may be an individual entity, or may be a com-
plementary functional unit that works with other admin-
istrative entities. For example, the NRN can be part of
(or function as) the Bandwidth Broker (BB) in the diff-serv
model [5] and the PDP in the COPS architecture [25]. The
NRN either has a well-known address, or is located via the
service location protocol [32]. The NRN address of a neigh-
boring domain can be pre-configured or obtained through
DNS SRV [33].

Resource reservation and admission decisions may be per-
formed by the NRN; they may also be performed by other
entities, such as the BB of the diff-serv model. If they
are performed by other entities, the NRN communicates re-
quests for services to them individually or in aggregate, and
receives admission decisions and possibly pricing decisions
from them. The implementation of resource reservation and
admission control, and the associated communication with
administrative entities, is closely related to specific BBE
services, and is outside the scope of the RNAP protocol.

2.1.2 Distributed Architecture (RNAP-D)

In this architecture, networks don’t have centralized negoti-
ating entity. Instead, the protocol is implemented at routers
in the network, and RNAP messages propagate hop-by-hop,
from the first-hop router to the egress router, and vice-versa.
We consider the messaging process in greater detail after in-
troducing specific RNAP messages in Section 3.3.

Evidently, the RNAP-D architecture has in-band messag-
ing, whereas the RNAP-C architecture has out-of-band mes-
saging.

The RNAP message format is independent of the archi-
tecture. Therefore, the two architectures can co-exist; for
instance, a domain administered by a NRN can exchange
RNAP messages with a neighboring domain which employs
the distributed architecture. Also, a HRN does not need
to know about the RNAP architecture of its local domain,
since it receives and sends the same negotiation messages in
either case.

2.2 Dynamic Re-negotiation Capability

There are a number of reasons that make it desirable for the
negotiation protocol to permit services to be re-negotiated
dynamically. In general, the network would like applications
to acquire network resources so that there is high network
utilization, but not at the expense of poor QoS. The real
time constraints of multimedia traffic make it difficult for



these applications to estimate the bandwidth required for
an application.

Also, many existing multimedia applications allow the
media rate and quality to be adjusted over a wide range,
allowing them to respond to network congestion by grace-
fully reducing their rate [8], possibly utilizing application-
specific knowledge. Such applications have the incentive to
re-negotiate a service with lower QoS when network conges-
tion results in the current service becoming more expensive,
or if the network provider denies the requested service be-
cause of unavailability of the amount of resources requested.

Possible re-negotiation scenarios include periodic re-
negotiation, in which the service contract expires after a pe-
riod and is re-negotiated, and asynchronous re-negotiation
initiated either by the customer or by the network provider.
The RNAP protocol uses both mechanisms. Each service
has an associated Negotiation Interval, during which the ne-
gotiated price and service characteristics remain constant.
The resource reservation expires after the negotiation in-
terval, so in order to maintain uninterrupted service, the
HRN needs to re-negotiate the resource reservation request
periodically. To facilitate the re-negotiation process, the
network periodically sends the HRN service price and avail-
ability information. The periodic re-negotiation mechanism
is optional, and a HRN not willing to negotiate may disable
the mechanism at any time. The periodic re-negotiation
mechanism allows the network provider to use network re-
sources more efficiently, and also convey to the users the net-
work state through pricing information (for example, when
congestion occurs, the network tries to reduce the traffic en-
tering the network by increasing the price). When the net-
work is congested, an user capable of dynamically adjusting
its transmission is able to respond to increase in price by ad-
justing its quality of transmission gracefully. Alternatively,
the user can maintain a high quality of transmission by pay-
ing a higher price. It is likely that a negotiation with longer
interval carries a “risk premium” to protect against network
dynamics.

2.3 Pricing and Charging Capability

A network service model that provides one or more “better-
than-best-effort” delivery services must also incorporate a
pricing system, so that users are charged appropriately for
different levels of service. Researchers have also suggested
usage/congestion sensitive pricing as a congestion-control
mechanism [9, 10, 11, 12, 22, 13, 14, 15] if applications are
capable of adaptation, as discussed above.

A pricing system includes monitoring of user traffic, price
formulation at one or more points within the network, com-
putation of a global, or end-to-end, price for a particular ser-
vice, and a mechanism to communicate pricing information
from the network to the customer. We consider these issues
in Section 4. For the present, we assume the existence of
mechanisms which enable the network (the NRN in RNAP-
C, and individual routers in RNAP-D) to compute the price
for a service, and to compute charges accruing to the user for
services used. The RNAP protocol provides the means to
communicate to the customer price quotations for different
services, and the charge for services provided to the cus-
tomer. It also supports different charging modes: charging

the sender, or receiver, or both. The periodic re-negotiation
framework provides a natural way to communicate periodic
price quotations and cumulative charges to the customer.

2.4 Scalability

RNAP messaging is scalable in the sense that message vol-
ume is independent of the hop count of a route or the num-
ber of transit domains on the route. Scalability is therefore
determined mainly by the need to maintain state informa-
tion relating to each multimedia session (consisting of one
or multiple flows) established by a HRN. It is likely that
individual customer flows will be progressively aggregated
to form larger granularity flows in the core of the network.
The NRN (or boundary routers of a domain in RNAP-D)
may negotiate resources for such a flow, consisting of traf-
fic belonging to more than one customer, entering from a
neighboring network. In this case, the NRN or network
does not have knowledge of individual flows belonging to
the aggregate, and only maintains RNAP state information
for the aggregation. The centralized architecture has bet-
ter scalability, since the state information needs only to be
maintained by the NRN and boundary routers of a domain.

2.5 Service Predictability

In general, each particular delivery service model has as-
sociated mechanisms to assure that the service received by
the user is predictable. Predictability includes the quality
expected from a service type, and the price charged for it.
The periodic price quotation mechanism discussed earlier
can also serve to increase the predictability of the overall
service by keeping the price constant during a negotiation
period.

2.6 Transport Protocol and Reliability

RNAP messages are sent using the UDP protocol. In both
RNAP-C and RNAP-D models, synchronous RNAP mes-
sages are sent periodically and provide a natural way of
protecting against loss. Since a negotiation involves charg-
ing, a HRN may want to know the current service price be-
fore sending out a new request. RNAP allows the HRN to
asynchronously solicit any service related information at any
time during the negotiation session. If a reservation request
is lost in transmission, the network will continue to provide
service based on contracted rules from previous negotiation
period. Possible rules are discussed in the description of the
Negotiation Interval in Section 3.1.

The HRN also sends messages asynchronously. To pro-
tect against asynchronous message loss (and as an additional
protection against synchronous message loss), the HRN con-
tinues to retransmit a request with exponential back-off (for
congestion control) until a response is received. The retrans-
mission interval starts at close to the end-to-end round trip
time. The retransmission interval doubles after each packet
transmission.

Network failures, such as failure of a negotiation server or
of a device storing RNAP state information, and network
partitions need also to be considered. A back-up NRN may
be needed for the RNAP-C model. When a device that



stores customer charging information is down for a period,
the charge for the period is asynchronously retrieved after
the device becomes alive. The accumulated charge may need
to be stored in a non-volatile storage.

The network should be able to track the liveness of an ap-
plication using RNAP by tracking periodic RNAP messages
and also by monitoring the flow. This would avoid charging
a terminated application and wasting network resources.

2.7 Security

RNAP messages can be authenticated and encrypted in the
same way as RSVP [34]. Alternatively, IPSEC [35] may be
used.

3 Basic Negotiation Protocol

In this section, we start with an explanation of some basic
terminology used in describing protocol messages, followed
by a description of the protocol messages, and the typical
negotiation sequence in which they are used. In the discus-
sion that follows, we assume for convenience the RNAP-C
architecture, and refer to the NRN as one of the negotiating
entities. We later extend the discussion to the RNAP-D ar-
chitecture, with the routers along the delivery flow path col-
lectively playing the role of the NRN. Also for convenience,
we assume that the other negotiating entity is a HRN, act-
ing on behalf of the user application. As mentioned earlier,
the RNAP protocol is also applicable to resource negotia-
tion between two network domains, in which case, the first
domain (through its NRN, in case RNAP-C is employed)
plays the role of the HRN.

3.1 Terminology

Flow Id: The Flow Id fields(s) in a message defines a flow
for which services are negotiated. It defines the granu-
larity with which resources are allocated. Fine granu-
larity may be based on one or a combination of source
IP address and port, destination IP address and port,
and transport protocol. Coarser granularity may be
based on the source or destination subnet addresses.

Session Id: The Session Id structure contains identifica-
tion information. It consists of the fields, the Session
Id, the Session Aggregate Id, and the Aggregation Flag
The Session Id identifies a negotiation session. It is ran-
domly generated by an HRN when it requests initiation
of a new session. Subsequently, it identifies each mes-
sage between the HRN and NRN as belonging to that
session, until the session is terminated. The Aggrega-
tion Flag indicates whether a per-user flow session has
been mapped to an aggregate RNAP session, and the
Session Aggregate Id contains the Session Id of the ag-
gregate session, if any. Aggregation of RNAP sessions
is discussed in Section 3.4.2.

Negotiation Capability: The Negotiation Capability bit
is used by the HRN to signal its capability or willingness
to negotiate during session initiation.

Service Type: Service Type identifies a service. Examples
of services are the Guaranteed and Controlled Load ser-
vice models defined within the int-serv framework [1, 2],
and the Premium and Assured Service models defined
within the diff-serv framework [5, 6].

Service: The Service identifier defines the service being ne-
gotiated. The HRN uses it to request a price quotation
or reserve resources for a particular service with a set
of associated parameters. The NRN uses it in the cor-
responding acknowledgment messages. A service iden-
tifier consists of Service Type, Service Independent Pa-
rameters (SIP) and Service Specific Parameters (SSP).

SIP specifies a list of parameters that are generic to
all service models and used to characterize a service.
The service independent parameters include Starting
Time, Ending Time, Negotiation Interval, Preemption
Capability, and Reservation Coverage.

1. Starting Time and Ending Time specify the time
period over which service is requested (when spec-
ified by HRN) or is available (when specified by
NRN). The Starting Time and Ending Time fields
are optional and may be used to make either im-
mediate or advance reservations (Section 3.5).

2. The Negotiation Interval defines the length of time

over which the negotiated service and price are
valid. The negotiated service expires automati-
cally at the end of the negotiation interval, and the
HRN must periodically re-negotiate (by sending a
Reserve message) before the expiration to ensure
uninterrupted service. Specific services may define
different actions on part of the provider regard-
ing the treatment of user packets after the service
has expired. Possible actions are: maintaining the
current service at the previously negotiated price,
maintaining the current service but updating the
price unilaterally as required, or transmitting us-
ing best effort service. To reduce the signaling
overhead, the negotiation interval for a service can
be set equal to or a multiple of time periods asso-
ciated with an underlying protocol, for example,
the TCP round-trip time, RSVP [3] refresh time,
or RTCP [31] receiver report interval. To reduce
control overhead, a minimum negotiation interval
should be enforced. Multimedia services should
not renegotiate too frequently, to avoid adjust-
ing data rate too often resulting in poor perceived
quality.
The negotiation interval affects how a service is
priced. A service with a longer negotiation interval
may carry a “risk premium” to protect against
network dynamics.

3. Preemption Capability defines whether the service
is pre-emptable or non-pre-emptable. A non-pre-
emptable service assures service to the user for
the negotiated period. A pre-emptable service is
subject to being terminated by the NRN, either
asynchronously, or by being allowed to expire at
the end of a negotiation interval. For specific ser-
vices, further refinements may be considered. For



example, instead of all the reserved resources be-
ing “at risk”, resources reserved above a certain
base level, or just the cost of reservation may be
“at risk”. These particulars would be defined by
the SSP fields.

4. Reservation Coverage indicates the extent of reser-
vation over the flow paths. The reservation can
be end-to-end, over contiguous sub-trees where
branches may not use or support reservations or
for discontiguous segments. In the latter case, re-
ferred to as partial reservations, reservations may
fail on a link, yet the resource reservation request
will not be automatically removed for the remain-
ing links.

SSP consists of a list of parameters used to charac-
terize a service, specific to a particular service type.
Typical service parameters define the traffic profile the
user traffic should adhere to, such as average rate and
peak rate, over a certain interval. and the performance
promised to the user (average or maximum drop-rate,
delay, delay jitter etc.). For some services such as those
belonging to diff-serv, the performance requested from
a class may be in terms of a qualitative expectation
(for example service using EF PHB may be expected
to have lower average loss, delay and jitter). In this
case, no specific performance parameters are provided.

3.2 Protocol Messages

We now describe the RNAP negotiation messages, with
some explanation of the sequence in which they are used.
The negotiation sequence is represented schematically in
Fig. 3.

3.2.1 Query

The HRN uses Query messages to request a price quotation
from the NRN for one or more services, for each flow or
group of flows belonging to the negotiation session. If there
isno RNAP session existing between the HRN and the NRN,
the HRN generates a Session Id. The unique Session Id
will be used to identify future RNAP messages as belonging
to a negotiation session. The HRN will also inform the
NRN whether the HRN supports negotiation. The message
consists of a set of Flow Ids, and one or more Service fields
accompanying each Flow Id. The HRN specifies a set of
requirements with each service, by setting some or all of
the SIP and SSP parameters in the corresponding service
identifiers.

3.2.2 Quotation

Upon receiving a Query message, the NRN determines the
price for each service for which quotations were requested in
the Query message, and returns a list of Service and Price
pairs inside a Quotation message. As stated earlier, we as-
sume the existence of pricing and charging mechanisms here
and in the explanation of Commit messages, and address
the issue in Section 4. A Query message with a null Service
list for one or more Flow Ids is interpreted by the NRN as

a request for price quotations for all available services, for
each such Flow Id. The NRN uses default values of STP and
SSP parameters to determine the price; it does not return
quotations for services which have one or more mandatory
parameters since the price for these services will depend on
the service parameters required and must be provided with
a request.

In addition to asynchronously sending Quotation mes-
sages, as above, the NRN also sends out Quotation mes-
sages synchronously, with a period defined by the Session
Quotation timer. A Quotation sent synchronously message
contains price quotations for all services requested.

In general, the NRN sends a Quotation message upon re-
ceiving a Query message, and upon expiry of the Session
Quotation timer. The timer is reset whenever a Quotation
message is sent out synchronously, but not when an asyn-
chronous Quotation message is sent in response to a Query.

If the Negotiation Capability flag is false, the HRN and
NRN could still exchange an initial pair of Query and Quo-
tation messages, and negotiate a service with a set of pa-
rameters that remains unchanged for the rest of the session.
A HRN may re-enable negotiation capability at any time
during the session by sending a Query or Reserve message.

3.2.3 Reserve

The HRN sends a Reserve message to apply for services
for each flow or group of flows belonging to the negotia-
tion session. A Reserve message is sent at the beginning
of a session to request services for the first time. Since
a service request expires automatically after a Negotiation
Interval defined for each service, the HRN continues to peri-
odically send Reserve messages with a small enough period
that none of the requested services expire. Through the
Reserve message, the HRN applies for services for a partic-
ular flow or flow-aggregate, specifying corresponding service
identifier identifying the type of service, and a set of SIP and
SSP parameters characterizing the user requirements from
that service. In general, each Reserve message carries one
or more Flow Id-Service-Price triples. The function of the
Price structure in this context is explained in Section 4.1.

When the Reserve message includes fewer Flow Ids than
the previous Reserve message, it implies that the Flow Ids
not included in the new Reserve message will be canceled.
Similarly, new Flow Ids may be added to a Reserve message
to apply for resources for new flows, and the Service field
corresponding to a Flow Id may be changed to modify the
resources requested for an existing flow.

3.2.4 Commit

The Commit message is generated by the NRN in response
to a Reserve message. For each service request specified by
a Flow Id-Service-Price triple, the NRN determines whether
the flows identified by the corresponding Flow Id are to be
admitted or denied. The admission policy, as stated earlier,
is specific to the service, and need not be administered by
the NRN. For instance, in a diff-serv service, the BB could
make the admission decision, and the NRN simply commu-
nicates the admission decision through RNAP. The NRN



returns the decision in a list of Flow Id, Service, Status and
Price 4-tuples.

The Price field carries pricing information for the corre-
sponding service. If the flows are admitted, the NRN deter-
mines the price for providing the service. If the Commit is
in response to a re-negotiation Reserve request in an ongo-
ing session, the NRN also returns the amount charged for
each service in the preceding negotiation period, and the
accumulated charge since the beginning of the session.

The Status field indicates whether the request for the cor-
responding service is accepted (rejected, incomplete, or com-
plete). The Service identifier is copied in from the Reserve
message. If the request for that service is rejected, the NRN
informs the HRN its reason for denial, by appropriately re-
setting parameters in the Service identifier. For example,
if the service has a service-specific sending rate parameter,
and the requested sending rate cannot be supported, the
sending rate parameter is set to the maximum sending rate
that can be supported. In a way, this informs the sender
about the amount of resources available when resources are
scarce. The NRN modifies the parameters in a similar man-
ner when the status is Admit_Incomplete, to indicate which
of the requested parameters has not been granted.

The network could also choose to encourage the HRN to
reduce its requirements when network resources are scarce.
The requested service from HRN is admitted by setting the
Status to admit_complete, but the requested service rate is
modified to a smaller value and the price is also set lower
than the quoted price as a reward.

3.2.5 Preempt

If a Service is set as preemptable (at the benefit of lower
price), the NRN may preempt resources allocated previously
to this service and make room for the other more important
flows. Currently the Preempt field in the Service identifier
is binary, i.e., preemptable or non-preemptable. More pre-
emptation priorities could be supported and allow different
flows with different priority levels to be differentiated.

3.2.6 Close

A Close message is sent from the HRN to the NRN to tear
down the negotiation session between them.

3.2.7 Release

The Release message acknowledges the Close message and
optionally reports to HRN the cumulative charging infor-
mation for the entire session. This information is for infor-
mational purposes, and may not be tied to the actual billing
and payment procedures. The NRN releases the resources it
had allocated for the session, and sends a Release message.

3.3 Sequence of Messages

The messaging sequence for the RNAP-C architecture is
shown in figure 3. The messaging sequence for RNAP-D
is as follows:

1. The HRN sends a Query message to the first hop router
(FHR). Local and intermediate routers forward the

NRN
HRN

Quey — — ——
< Quotation |

|Reseve ———__|

: Commit

uotation
—T]

L Commit |

Clog |

Release

Figure 3: RNAP messaging sequence between HRN and NRN.

message downstream to the last-hop router (LHR). The
LHR determines local service availability and a local
price for each service, and initiates a Quotation mes-
sage and sends it upstream. Each intermediate router
verifies local availability of each service, and increments
the price by the local price that it computes. The FHR
returns the Quotation message to HRN.

As in RNAP-C, Quotation messages are also sent peri-
odically to the HRN. The LHR maintains the Session
Quotation timer, and sends periodic Quotation mes-
sages hop-by-hop upstream, as above.

2. HRN sends a Reserve message to the FHR, and receives
a Commit message in an identical manner to 2. As the
Commit message is forwarded upstream, in addition to
the committed price being incremented at each router,
the incremental charge for each service at that router
is added on as well. (Pricing and charging in RNAP-D
are considered in more detail in Section 4.5. ) Subse-
quently, the HRN periodically re-negotiates resources
by sending Reserve messages and receiving Commit
messages in return. Query and Reserve messages may
also be sent asynchronously at any time, as in RNAP-C.

3. To terminate a session, the HRN sends a Close mes-
sage, which is forwarded to the LHR. The LHR sends a
Release message upstream, and releases Session Id and
resources. Upstream routers forward the Release mes-
sage towards the HRN and release the Session Id and
resources.

3.4 Negotiation across Multiple Adminis-
trative Domains

In the discussion so far, it has been assumed that the HRN
negotiates resources for flows traversing a single domain. We
now consider scenarios in which the flows traverse multiple
domains. We assume that each domain is represented by a
peer NRN. For simplicity, let us first assume that resources
are to be negotiated for a session comprising a set of flows
between a single source and destination pair. We consider
the following scenarios.



3.4.1 Scenario 1: Simple End-to-end Resource Ne-
gotiation

In the first scenario, resources are periodically re-negotiated
end-to-end; all messages which were earlier assumed to be
exchanged between the HRN and the local NRN propa-
gate end-to-end, forwarded from HRN to sender-local (or
first-hop of RNAP-D) NRN through intermediate NRNs to
receiver-local (last-hop of RNAP-D) NRN, and vice-versa.
Each NRN maintains state information for the session. The
price for an end-to-end service is the sum of prices charged
by individual NRNs.

The messaging sequence and price and charge collation in
this case is identical to that in RNAP-D, if each router is
replaced by the NRN for a domain.

3.4.2 Scenario 2: Resource Negotiation with Ag-
gregation

In this scenario, a NRN or a boundary router in RNAP-D
aggregates RNAP requests for flows or a flow aggregate from
different users entering the network domain. All aggregated
flows must request the same or similar type of service. The
NRN or router forms a new aggregated request and forwards
it to the downstream neighboring NRN or boundary router.

If flows belonging to the aggregate have different destina-
tion networks, divergence of individual flows from the aggre-
gate has to be checked in the core networks, and the per-flow
negotiation session has to be re-established at the point of
divergence of the flow from the aggregate. To avoid the
necessity of such per-flow processing in the core of the net-
work, it is expected that aggregation will be done for flows
with the same destination access networks, and aggregation
and de-aggregation of per-flow RNAP messages is performed
only in the source and destination access networks.

At the point of aggregation, the aggregating NRN or
router establishes and maintains a RNAP session with its
own Session Id. It also maintains the mapping between the
individual Session Ids and the aggregate Session Id. The
aggregating NRN or router processes incoming per-flow re-
quest messages (Query and Reserve), and may modify the
aggregate session Query and Reserve messages based on the
per-flow requests. The Flow Id in aggregate session mes-
sages indicates the destination address of the aggregate (for
example, a destination network address).

Since the aggregate RNAP session will not perform
end-to-end reservation between the source and destination
HRN’s of individual flows, per-flow RNAP messages must
still function in the source access network, between the
source HRN and the aggregation point and in the destina-
tion network between the de-aggregation point and the des-
tination HRN. A tunneling mechanism is required so that
per-flow RNAP messages can be transmitted between aggre-
gation and de-aggregation points without being processed
by intervening routers or NRNs. This is done using the Ag-
gregate Session Id and Aggregation Flagin RNAP messages.
The aggregating entity sets the Aggregate Session Id field in
per-flow RNAP request messages to indicate the aggregate
session the flow belongs to. It also sets the Aggregation Flag
in the request message, and forwards it to the next hop NRN
or router.

If the Aggregation Flag is set, the NRN or routers receiv-
ing the per-flow request message can choose not to process
the message, and simply forward it downstream. At the
edge of the destination access network, and possibly within
the access network, routers (or the administering NRN) also
check the Aggregate Session Id in the message to see if de-
aggregation is necessary. If state information for the aggre-
gate session exists, and the de-aggregating NRN or router
determines that it is the destination point for the aggre-
gate session, it resets the Aggregation Flag and clears the
Aggregate Session Id in the per-flow request message, pro-
cesses the request, and forwards the message. The request
message is then processed hop-by-hop further downstream.
Although in the current scenario we assume that the de-
aggregating NRN administers the destination access net-
work and there are no further NRNs downstream, in gen-
eral, the de-aggregation may also be performed upstream of
the access network. The de-aggregating router or NRN also
maintains the mapping between per-flow Session Ids and
the Aggregate Session Id, similar to the aggregation point.

There is a similar message flow for RNAP response mes-
sages (Quotation, Commit and Preempt) in the reverse di-
rection. The de-aggregation entity for the request messages
acts as the aggregating entity for the response messages. It
sets the Session Aggregate Id and Aggregation Flag in these
messages, and also composes and sends aggregate response
messages based on the per-flow responses. In the RNAP-C
architecture, the RNAP message forwarding and response
route will most probably be the same, i.e., passing the same
set of domains. When a resource reservation request is con-
firmed by a domain, the domain will be responsible for allo-
cating enough resources to meet the requirements. If there is
any possibility of resource unavailability due to element fail-
ure or route change, re-negotiation process will be triggered
from the influenced domain to the corresponding neighbor-
ing domains to allow new resource agreements to be reached.

The aggregation entity on the source network side is also
responsible for de-aggregation of RNAP response messages.
That is, it checks the Aggregate Session Id in per-flow RNAP
response messages, and, if it is the origination point for the
corresponding aggregate session, resets the Aggregation Flag
and Aggregate Session Id fields and forwards the messages
upstream. The aggregation entity is also responsible for
mapping the aggregate-level pricing and charging (returned
by the aggregate session Quotation and Commit messages)
to the corresponding per-flow prices and charges for indi-
vidual sessions. Therefore, when it processes the per-flow
Quotation and Commit messages, it also updates the price
and charge-related fields in theses messages to include the
price and charge share from the aggregate.

At the aggregation point for per-flow RNAP requests, the
NRN or router acts as the client negotiator (or HRN) for
the aggregate session. In general, the client negotiator will
reserve resources in accordance with the per-flow reserva-
tion requests it receives corresponding to the aggregate. To
avoid frequent re-negotiation, however, it is likely that the
client negotiator will increment or decrement the requested
resources with some minimum granularity, instead of re-
negotiating the aggregate session every time a per-flow ses-
sion joins or leaves, or changes its individual request. When
the sum of per-flow requests approaches the resources re-



served (or reach some threshold) for the aggregate, the client
negotiator will reserve an additional block of resources. Sim-
ilarly, the requested reservation is decremented in blocks as
the demand from per-flow sessions decreases. The larger
the block, the less frequently the aggregate session needs
to be re-negotiated. However the large block may involve
higher holding cost when the utilization is low. In general,
negotiation of resources in blocks results in a fairly static
service, and periodical re-negotiations, if any, would occur
with a much longer negotiation interval. Hence price Quota-
tion messages for the aggregate session will probably only be
sent asynchronously in response to Query messages, when
an additional block of resources needs to be reserved or re-
moved.

The NRN at an aggregation point may also forecast a cer-
tain demand to a particular destination network, and could
negotiate a large block of resources in advance, using the
advance reservation mechanism described in Section 3.5. In
this case, the aggregate session is set up in advance, and per-
flow sessions are mapped to the aggregate at the aggregation
point on an ongoing basis. The aggregation, de-aggregation,
and tunneling mechanisms remain as before.

3.4.3 Scenario 3: RNAP Negotiation for a Multi-
cast Session

RNAP request messages for a multicast session will negoti-
ate services for flows to multiple destinations. In this case,
the Flow Id field carries the IP multicast address. On re-
ceiving such a message, the NRN (or router) communicates
with a multicast routing protocol to determine if the multi-
cast tree diverges into two or more branches within the ad-
ministered domain (or at the router). If so, multiple copies
of the message are formed and forwarded appropriately. For
example, when a Reserve message requesting a service for
a multicast session arrives at an NRN or router where the
multicast tree diverges into sub-trees “A” and “B”, the NRN
generates two identical Reserve messages requesting the ser-
vice, and forwards them in different directions, to sub-tree
HA” and LLB”.

The NRN or router maintains session state allowing it
to aggregate RNAP response messages traveling upstream.
For the example being considered, Quotation or Commit
messages corresponding to the two sub-trees are verified to
belong to the same session by the NRN or router at the di-
vergence point, which generates an aggregate message and
sends it upstream. As response messages are aggregated, the
pricing and charging information from individual response
messages are summed to obtain the corresponding informa-
tion for the aggregate message.

3.5 Advance Reservation

A client negotiator (HRN, or the client NRN in a NRN-
NRN negotiation) can reserve services in advance through
the RNAP protocol. through a similar messaging sequence
as above. The HRN or client NRN indicates an advance
reservation using the Starting Time and Ending Time fields
in the service description. The server negotiator (NRN or
network) is likely to allow more flexibility in advance reser-
vation service specifications, such as start and end times

and budget. In response to a request, the server NRN re-
turns an appropriate service Quotation or Commit that falls
within the range of specified requirements. The server ne-
gotiator initializes session state at the conclusion of the ad-
vance negotiations, and maintains the state until the actual
transmission has been completed.

Advance reservations may be made by network domains
making reservations in bulk in anticipation of demand for a
certain service in a certain direction, as discussed in Scenario
2 of Section 3.4.2. Price quotation in advance reservation
negotiations is likely to present difficulties. It is possible
that the server negotiator will set aside certain resources
for advance reservations (that is, not commit them in on-
going negotiations). Pricing for advance reservations can
then be determined based on the total resources available
for advance reservation and the total demand for advance
reservation; this may simplify the pricing procedure. Alter-
natively the negotiation may be concluded without agreeing
on a price at all, if the client negotiator is willing to make
a reservation without knowing the price in advance.

If the client negotiator chooses to cancel part or all of a
reservation made in advance, it can re-negotiate with the
server negotiator to try to ‘sell back’ previously reserved re-
sources. It does this by sending a Query message with the
price field set to the price it is offering to sell back the re-
sources. The server negotiator replies with a Quotation mes-
sage, either agreeing to the price, or setting a new price. The
client negotiator eventually agrees to the price by sending a
Reserve message with the updated price, and the server ne-
gotiator agrees to the re-sell by sending a Commit message.
The price eventually agreed upon would probably reflect any
cancellation or holding cost fee the server negotiator wishes
to charge. The server negotiator may also offer to buy back
resources reserved in advance, for more important usage.
A similar re-negotiation sequence can be envisioned in this
case.

4 Pricing and Charging

The main RNAP messages, Query, Reserve, Quotation and
Commit, all contain a common Price structure, used to con-
vey pricing and charging information. We first briefly dis-
cuss the intended purpose of the various Price fields, and
how they are used in RNAP messaging. We then consider
the issues of formulating end-to-end prices and charging cus-
tomer flows accordingly. We address these issues within
both the RNAP-D and RNAP-C architectures, and also dis-
cuss pricing and charging across multiple network domains.
We also briefly consider the scenario in which sender and
receiver HRNs share the charges for services used, and con-
sider charging in a multicast session.

We end this section with a proposal for a specific strat-
egy for pricing a BBE service at a single network point.
This lies outside the scope of the RNAP protocol and ar-
chitecture, but taken together with the global pricing and
charging mechanisms, it would constitute a complete and
viable pricing system.



4.1 Pricing Structure and its Use in RNAP
Messages

The Price structure carried by RNAP messages is as follows:

Price = New Price
: Current Charge
Accumulated Charge
HRN Data
HRN Account

HRN Data =

: HRN Charge Fraction
[Minimum Data Rate]
[Maximum Data Rate]
[other options]

The New Price field contains the price quoted by the net-
work provider to the negotiating HRN for the next nego-
tiation period. The units of the quoted price are service
specific. A reasonable unit could be “currency/Mb”, so
that the charge is computed according to the volume of the
data transmitted. Alternatively, the unit could be “cur-
rency/time”, so that the charge is computed according to
the time of usage at a specific data transmission rate. In
this case, the HRN can expect to be charged an amount
equal to the New Price multiplied by the length of the ne-
gotiation period.

The Current Charge field contains the amount charged by
the network provider for the preceding negotiation period.
This field should have an unit of currency, (for example,
dollars), but the specific unit is service specific. The Ac-
cumulated Charge field contains the total amount charged
by the network provider since the beginning of the negotia-
tion session. The accumulated charge is carried to protect
against the loss of Commit messages.

The HRN Data fields in a message pertain to the HRN
from which the message originates (usually the negotiating
HRN, but we will shortly discuss a situation in which the
partner or peer HRN originates the message). The HRN
Account field identifies the account from which charges are
to be debited. The corresponding Charging Fraction field
indicates the fraction of the total charge to be borne by
the HRN. If for example, the negotiating HRN wishes to
be responsible for half of the charges, (in the understanding
that the peer HRN will be responsible for the other half),
it sets the Charging Fraction to 0.5. We return to this issue
in more detail in Section 4.3. The minimum and maximum
data rate fields are included to allow the sender and receiver
HRNSs to reach a basic agreement about the desired trans-
mission rate. With respect to the sender HRN, the data
rates represent the minimum and maximum sending rates
the sender is willing and able to transmit. With respect
to the receiver HRN, these rates indicate the minimum and
maximum data rates the receiver is willing and able to re-
ceive. The em other options field is intended to carry other
information that could be used to facilitate negotiation.

In general, the Price structure accompanies a correspond-
ing Service structure in protocol messages. Query and Quo-
tation messages carry a set of Service-Price pairs corre-
sponding to all the services for which price quotations are
requested, and Reserve and Commit messages each carry

a set of Flow Id-Service-Price triples corresponding to the
services being provided for the flows or flow aggregates be-
longing to the negotiation session. Pricing and charging in-
formation follows the following basic flow: after a session has
been opened, the negotiating HRN sends a Query message
carrying Service-Price pairs. The HRN indicates how much
of the charge for each service it is willing to bear by setting
the HRN Data — HRN Charge Fraction field accordingly,
and may also indicate its budget for a particular service by
setting the New Price field. If the Query message has a
null Service list, the HRN may still wish to indicate how
much of the total charge it is willing to bear by including a
single Price structure by itself in the Query message, with
the HRN Charge Fraction set. The network responds to the
Query message with a Quotation message in which the New
Price fields are set to the price quoted for each service, if it is
possible to determine it on the basis of the received Query.
The HRN then requests one or more services through a Re-
serve message. As with the Query message, it can use the
Price structures in the Reserve message to indicate the frac-
tion of the charge it is willing to bear for each service. The
network responds with a Commit message, committing or
denying the requests, and setting the Price : New Price
field for each Flow Id-Service pair to the committed price.

Subsequently, the network sends periodic Quotation mes-
sages to quote the updated price for available services, and
the HRN and network re-negotiate services by exchang-
ing Reserve and Commit messages. The Price structures
in these messages are used as before. In addition, the
Price :Current Charge field in the Commit message is used
to carry the charges for the corresponding Flow Id-Service
pairs in the preceding negotiation interval.

4.2 Price and Charge Formulation

In the previous section, we discussed how price and charge
information are communicated to the HRN through RNAP
messages. We now consider the issue of arriving at the con-
tracted price to be quoted for a flow receiving a particular
service in a given negotiation period, and computing the
charge for the service at the end of the period. Let us
first define the data structure to be used by the network
to maintain the price and charge information. We call this
the Session Charge State:

Session Id
Flow Charge State 1
Flow Charge State 2

Session Charge State =

Flow Charge State n

Flow Id

New Price

Current Charge
Accumulated Charge

Flow Charge State =

In general, prices are re-calculated periodically, based on
network traffic characteristics, and this period is indepen-
dent of the RNAP negotiation interval. The New Price



structure maintains the current price structure to be applied
for the service received by a particular flow. The New Price
structure may consist of several fields in order to reflect a
complex pricing strategy such as that presented in Section
4.5, and is hence more complicated than the single New
Price field carried in RNAP messages, which simply quote
the estimated price to the HRN. The New Price fields remain
unchanged during a negotiation interval, and are updated
at the end of a negotiation period if prices have changed at
some time during the interval. At the end of each negotia-
tion period, the Current Charge field is re-computed using
the New Price structure for that period. The Accumulated
Charge holds the accumulated charge since the beginning of
the session, and is incremented by the Current Charge at
the end of a negotiation period.

The Session Charge State information is maintained by
different entities, and used in different ways, depending on
the RNAP architecture. We now consider the centralized
and distributed architectures separately.

4.2.1 Price and Charge Formulation in RNAP-D

In the RNAP-D (distributed) architecture, each router
maintains Session Charge State for the flows passing
through it, based on prices computed at the router. At the
beginning of a negotiation period (and also in response to a
Query message, the last hop-router for a session originates a
Quotation message. The Quotation message is sent hop-by-
hop back towards the first-hop router. At each router, the
Price:New Price fields in the message are incremented ac-
cording to the current New Price structures in the Session
Charge State. Since the New Price in the Session Charge
State may have more than one field, some mapping behavior
may have to be defined to obtain a single increment for the
quoted New Price. We discuss this in Section 4.5. When
the Quotation message arrives at the negotiating HRN, it
carries the total quoted price for each Service.

Similarly, Commit messages originate at the last-hop
router, and are sent hop-by-hop back to the first-hop router.
In this case, the New Price, Current Charge, and Accumu-
lated Charge fields are all incremented at each router on the
way.

4.2.2 Price Formulation in RNAP-C

When the centralized negotiation architecture is used, the
Session Charge State is maintained by the NRN. The price
formulation strategy is a much more open-ended problem.
Various alternatives may be considered, and different do-
mains may apply different local policies. The NRN may
compute a price based on the service specifications alone.
The price could be fixed, or modified based on the time of
day, etc. In general, if the price charged to a flow needs to
depend on the network state and the flow path, we consider
the following approaches:

1. The NRN makes admission decision and decides the
price for service class based on the network topology,
routing and configuration policies, and network load.
In this case, the NRN sits at a router that belongs to a
link-state routing domain (for example an OSPF area)

10

Global Routing Table Resource Table
R1 R2 |eee RL R2 .
Dest | Next Hop | Next Hop (C,BW, Q,P) | (C,BW, Q, P)

pD1| Ri Ra R]
D2 R Rb R2 —
D3] Rk Re R3

B5

Access Network Transit Network Access Network

~---> RNAP messages
== COPS messages

Figure 4: Price Formulation in RNAP-C

and has an identical link state database as other routers
in the domain. This allows it to calculate all the routing
tables of all other routers in the domain using Dijkstra’s
algorithm. A similar idea has been explored in [36] in a
different context. The NRN performs these calculations
the link state database is updated, and maintains a
global routing table that allows it to find any flow route
that either ends in its own domain, or use its domain
as a transmit domain (Fig.4). A NRN also maintains a
resource table, which allows it to keep track of the avail-
ability and dynamic usage of the resources (bandwidth,
buffer space). In general, the resource table stores re-
source information for each class of service served at
a router. The resource table allows the NRN to com-
pute a local price at each router (for instance, using the
usage-based pricing strategy described in Section 4.5).
For a particular service request, the NRN first looks
up the path on which resources are requested using the
global routing table, and then uses the per-router prices
to compute the accumulated price along this path. The
resource table also facilitates monitoring and provision-
ing of resources at the routers. To enable the NRN to
collect resource information, routers in the domain pe-
riodically report local state information (for instance,
average buffer occupancy and bandwidth utilization) to
the NRN. A protocol such as COPS [25] may be used
for this purpose.

To be able to compute the charge for flow, ingress
routers maintain per-flow (could be an aggregated flow
from neighboring domain) state information about the
data volume transmitted in negotiation session during
a negotiation period. This information is periodically
transmitted to the NRN, allowing the NRN to compute
the charge for the period. The NRN uses the computed
price and charge to maintain the Session Charge State
for each session. The Session Charge State is used in
messaging by the NRN as discussed previously.

. Prices are computed at the network boundary, and

communicated to the NRN. In this scenario, a strict ad-
mission decision needs to be made separately by other
agents, such as each router on the traffic path, since the
NRN is not aware of the resource availability directly.



For price calculation, one alternative is that the ingress
router periodically computes a price for each service
class and ingress-egress pair. The calculation is based
on service specifications and local per-service demand
at the router (buffer occupancy and bandwidth utiliza-
tion); internal router states along the flow path are not
taken into account.

The ingress router maintains per-flow state informa-
tion that includes the per-flow price (the price charged
to the service class the flow belongs to), as well as the
per-flow data volume entering the domain. This infor-
mation is transmitted every negotiation period to the
NRN (similar to the previous scenario, which computes
the charge and is responsible for the messaging.

The other alternative allows internal router load to
be taken into account. Probe messages are sent pe-
riodically from an egress router to all ingress routers.
A probe message carries per-service Price structures
which accumulate prices hop-by-hop at each router in
a similar manner to Section 4.2.1.

This allows the ingress router to maintain ingress-to-
egress prices for each service. The ingress router also
maintains per-flow data volume information. At the
beginning of each negotiation period, the ingress router
sends this information, and the appropriate ingress-to-
egress price to the NRN.

Price formulation takes place through a intra-domain
signaling protocol. If resource reservation for a partic-
ular service in a domain is performed through a dy-
namic resource reservation protocol, such as RSVP or
YESSIR[4], the price information is collected through
the periodic messages of the reservation protocol, and
store at the ingress router. For example, the RSVP
PATH message and RTCP messages in YESSIR can
collect pricing information. If the ingress router is re-
sponsible for sending the price information to the NRN,
the price accumulated from a domain will be send back
to ingress router along with the RSVP RESV message.
Such an implementation, utilizing RSVP, is described
in 5. Communication between the ingress router and
NRN occurs as discussed in Section 1.

In the above schemes, we assume that a domain has one
NRN. A domain could also have multiple NRNs, each NRN
residing at an ingress router. In this case, the ingress router
does not need to send periodic per-session reports to a cen-
tralized NRN, and pricing, charging, and RNAP messaging
are done directly from the ingress router. Reliability con-
cerns make a more distributed architecture (multiple NRNs,
or RNAP-D) preferable. But some management goals (for
instance, all NRNs in one domain need to have coherent
view of the resource at internal routers to allow them to
make correct admission decisions) may make a centralized
policy more attractive.

4.2.3 End-to-end Price and Charge Formulation

and Flow Aggregation

When a customer flow spans more than one administrative
domain, a client domain (from which the flow exits and en-
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ters a neighboring domain) assumes the role of a HRN in its
negotiation with the neighboring domain, as discussed ear-
lier. In this case, each domain computes incremental prices
and charges for the flow using its own pricing strategy and
architecture, and the total end-to-end price and charge are
obtained in a hop-by-hop manner (with each domain repre-
senting a single hop) as in Section 4.2.1.

As discussed earlier, it is likely that individual customer
flows will be progressively aggregated in the core of the net-
work. When the flows enter a domain as a flow-aggregate,
the NRN (or network domain as a whole in RNAP-D) does
not have knowledge of individual flows belonging to the ag-
gregate, and messaging and charging is done as if the ag-
gregate belonged to a single customer. If the aggregation
is done within its own domain, the NRN is responsible for
mapping the total charge into charges for individual cus-
tomer flows or flow-aggregates.

4.3 Shared Charging

Let us assume that the sender HRN negotiates services,
but the receiver pays part of the bill. We consider end-to-
end services across multiple domains, and assume for con-
venience the centralized architecture in each domain - the
equivalent situation in a distributed architecture can be un-
derstood by replacing the NRN with a router.

The sender HRN sets the Price:HRN — HRN Charge
Fraction fields in the service identifier in Query and Reserve
messages according to the fraction of total charges it is will-
ing to bear. Any Query or Reserve message with Price:HRN
— HRN Charge Fraction less than 1 is forwarded automat-
ically by the last hop NRN to the receiver. The receiver
HRN copies the Query or Reserve message into a modified
Query or Reserve message and indicates its willingness to
pay by setting the Price:HRN — HRN Charge Fraction field
to (1-negotiating HRN Charge Fraction). It may indicate its
unwillingness to be responsible for the entire amount by set-
ting Price:HRN — HRN Charge Fraction to a smaller value.
It could also agree to bear the entire charge, but indicate an
upper limit on the price it is willing to pay by setting the
Price:New Price field.

The receiver HRN sends its modified Query or Reserve
message to the last hop NRN. A modified Query message
is read by the last hop NRN to generate a Quotation mes-
sage which is forwarded by intermediate NRNs back to the
sender, where it serves as feedback to the sender HRN about
the willingness to pay of the receiver. A modified Reserve
message is similarly read by the last hop NRN and used
to generate a Commit message either accepting or denying
the service requested by the Reserve message. If the respec-
tive Price:HRN — HRN Charge Fraction fields in the Query
(or Reserve) messages received from the sender and receiver
HRNs add up to less than 1, the service request is denied,
and the Status:Reasons field is set accordingly. The Commit
message is forwarded upstream through intermediate NRNs,
updating Status and Price fields along the way as described
in Section 4.5.

In receiver negotiation with sender bearing part of the
charges, a similar sequence of messages is used, except that
the flow of information is in the reverse direction.



If receiver participates in negotiation, other than indi-
cating its willingness to pay, the receiver could also set the
Price:HRN — Mazimum Data Rate and Price: HRN — Min-
tmum Data Rate fields to convey to the sender the minimum
sending rate it requires and the maximum rate that it can
handle. This allows the receiver, for example, to indicate
to the sender that it cannot handle a rate offered by the
sender, and in general, provide the sender guidelines for the
negotiation process.

4.4 Multicast Charging

In a multicast session, either sender or the receivers could
negotiate separately, or they could both participate in ne-
gotiation.

If the sender is solely responsible for negotiation and pay-
ment, messaging sequence is similar to the simple scenario
considered for unicast. The sender HRN determines a ser-
vice request based on price quotations from the NRN, and on
feedback about received quality from the receivers. A sim-
ilar messaging sequence is also followed when the receiver
negotiates and is responsible for payments. The receiver’s
Reserve message is based on its knowledge of sender traffic
formats. In both the above case, the sender and receiver
can learn about each other’s capabilities and requirements
by end-to-end Query and Quotation messages contained in
the HRN Data fields.

In receiver negotiation with partial or full sender pay-
ment, the receiver HRN learns about the sender’s willingness
to pay through end-to-end Query and Quotation messages,
as in Section 4.3. The sender may specify a maximum ex-
penditure through the Price:New Price. An example of this
kind of negotiation may be when a company multicasts a
commercial advertisement. The receiver adjusts its received
transmission according to the sender budget and network
conditions.

If the sender negotiates, with partial or full receiver pay-
ment, the sender receives feedback about each receiver’s
willingness to pay, as discussed in Section 4.3. The sender
negotiates resources based on the overall demand willing-
ness to pay, and may request partial reservation on some
paths on which receivers have a low willingness to pay.

4.5 Pricing Strategy

In the previous sections, we discussed the enabling mecha-
nisms for pricing in RNAP, including the pricing structure
used by RNAP messages, and the formulation of end-to-
end prices and charges in the RNAP architecture. We as-
sumed the existence of specific pricing strategies or rules for
the negotiated service. As discussed earlier, specific pricing
strategies are outside the scope of the RNAP protocol itself.
However, for completeness, we consider a pricing strategy
that could work with the RNAP protocol.

4.5.1 Competitive Market Model

We formulate a pricing strategy based on the competitive
market model [21]. The competitive market model defines
two kinds of agents: consumers and producers. Consumers
seek resources from producers, and producers create or own
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the resources. The exchange rate of a resource is called its
price. Prices are set where the amount of resource demanded
equals the amount of resources supplied. The price increases
when the demand is greater than the supply and decreases
when the demand is lower than the supply. When they
are equal, the market is in equilibrium and the market is
cleared. The allocation at market clearing time is called
Pareto efficient allocation. A Pareto efficient allocation is
one for which there is no way to make all agents better off
[21]. In a competitive market, consumers take the price as
given, and demand resources according to individual cost-
benefit optimization. This optimization is based on private
utility functions describing the benefit a consumer derives
from a given allocation.

Pricing mechanisms based on the competitive market
model are particularly suitable for the negotiation model be-
cause they effectively accommodate changes in availability
of network resources due to network outages, physical and
logical partitioning and dynamics of the network load. They
are also decentralized, scalable, have limited complexity and
can integrate customer charging and network provisioning
[22].

While there are many resources in a network, we consider
two kinds of resources which are probably the most impor-
tant, namely link bandwidth and buffer space. The routers
are considered as the producers and own the link bandwidth
and buffer space for each output port. The flows (individ-
ual flows or aggregate of flows) are considered as consumers
who consume resources.

4.5.2 Price Formulation at a Node

We propose a simple pricing algorithm for a router to set
a price for a particular kind of forwarding service from the
router. The price computation is performed periodically,
with a price updation interval 7, and the price within each
interval is kept constant to provide some degree of pre-
dictability to users. In general, the price updation interval
at a router is independent of the negotiation interval of the
services supported by the router.

The router has multiple output ports and supports multi-
ple levels of service. A price is computed separately for the
buffer space and link bandwidth associated with each out-
put port. We also assume that the router is partitioned to
provide a separate link bandwidth and buffer space for each
class of service. In the discussion that follows, we consider
one such logical partition. The total demand for link band-
width is based on the aggregate bandwidth reserved on the
link for a price computation interval, and the total demand
for the buffer space at an output port is the average buffer
occupancy during the interval. The supply bandwidth and
buffer space need not be equal to the installed capacity;
instead, they are the targeted bandwidth and buffer space
utilization.

We decompose the total charge computed at a router into
three components: holding charge, usage charge, and con-
gestion charge.

holding_charge + usage_charge
(1)

reservation_charge

+congestion_charge



The usage charge is determined by the actual resources
consumed, the level of service guaranteed to the user, and
the elasticity of the traffic. On a per-byte basis, best-effort
traffic will cost less than reserved, non-preemptable CBR
traffic. Also, traffic with a higher elasticity will have a lower
per-byte cost. The usage price (p,,) will be set that it allows
a retail network to recover the cost of the purchase from the
wholesale market, and various static costs associated with
the service. The usage_charge(n) for a period n in which
V(n) bytes were transmitted is given by:

(2)

The holding charge can be justified as follows. If a par-
ticular flow or flow-aggregate does not utilize the resources
(buffer space or bandwidth) set aside for it, we assume that
the scheduler allows the resources to be used by excess traf-
fic from a lower level of service. The holding charge reflects
revenue lost by the provider because instead of selling the
allotted resources at the usage charge of the given service
level (if all of the reserved resources were consumed) it sells
the reserved resources at the usage charge of a lower service
level. The holding price (pn) of a service class is therefore
set to be proportional to the difference between the usage
price for that class and the usage price for the next lower
service class. Defining a usage charge and a holding charge
separately allows the customer to reserve resources conser-
vatively, without penalizing him excessively for unused re-
sources. As an example, an audio stream can have periods
of silence, when the reserved resources are not used by the
customer. Also, not charging the customer purely on the
basis of reserved resources makes it easier for the customer
to keep his reservation level constant even during idle peri-
ods. The holding_charge(n) when the customer reserves a
bandwidth resv(n) is given by:

usage_charge(n) = py * V(n)

(3)

holding_charge(n) = pp, * resv(n) x T

where 7 is the duration of the period.

Congestion in the network is a consequence of scarcity of
network resources, generally bandwidth and buffer space.
The congestion charge is imposed only if congestion is de-
duced, that is, the demand (in terms of buffer space or band-
width) exceeds supply (the targeted buffer space or band-
width).

The congestion price for a service class is calculated as an
iterative tdtonnement process [21]:

min[{p.(n — 1)
+k(D,S)* (D —S)/S,0}", prmax)

pe(n)

(4)

Where D and S represent the current total demand and
supply respectively, and k is a factor used to adjust the con-
vergence rate. k may be a function of D and S; for example,
it may be higher when congestion is severe. Evidently, the
router begins to apply the congestion charge only when the
total demand exceeds the supply. Even after the congestion
is removed, a non-zero, but gradually decreasing congestion
charge is applied until it falls to 0, to protect against fur-
ther congestion. The maximum congestion price needs to
be bounded (by the p.,q. parameter) so that the total price
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for a service class will not exceed that for a higher level of
service. When a service class needs admission control, all
new arrivals may be rejected when the price reaches paz-
If the rate of the price hitting the high threshold is high, it
indicates that more resources are needed for the correspond-
ing class and new configuration for local resources may be
needed.

At a period n, the total congestion charge is given by

congestion_charge(n) = p.(n) *x V(n).

(5)

If a separate buffer is allocated to a flow, there is no com-
petition between flows for buffer space, and hence a conges-
tion charge is not applicable for buffer space as a resource.

Based on a price formulation strategy such as the one
we have discussed, a router arrives at a price structure for
a particular session (flow or flow-aggregate), at the end of
each price updation interval. The total charge for a session
can be represented as:

N
Z(holding_charge(n)

n=1

“+usage_charge(n)

session_charge

“+congestion_charge(n))

(6)

where N is total number of intervals spanned by a session

5 Implementation

5.1 Overview

In this section, we describe an implementation of the RNAP
protocol and architecture in a test-bed network. Our pur-
pose was to provide a preliminary demonstration of the pro-
tocol, and in the future work we will implement the RNAP
functionality completely and in detail. For simplicity, the
distributed (RNAP_D) architecture was assumed, and the
RSVP signaling protocol was extended to provide the im-
portant RNAP mechanisms of periodic re-negotiation, price
quotation, and charging.

RSVP is a receiver-driven protocol, and accordingly, the
HRN at the receiver side acts as the resource negotiator. For
the present, resource negotiation is carried out for a single
service type, a Controlled Load (CL) service [2].

The implementation does not incorporate the RNAP
Query message at present; this is not critical, particu-
larly since only one service type is being offered to the
user. RNAP Quotation, Reserve and Commit information
are embedded in RSVP Path, Resv and ResvErr messages.
The functionality of the Quotation and Commit messages
is somewhat different from the functionality described ear-
lier. Since Commit messages cannot easily be sent period-
ically in this implementation framework, and since RSVP
reservation is per-flow based, the Quotation message carries
periodic charging information (in the Price:Current Charge
and Price:Accumulated Charge fields) instead of the Com-
mit message. Currently the RNAP negotiation period is set
to be the same as the RSVP refresh period. The default
refresh interval is 30 seconds.

The sequence of messages is as follows:



1. RSVP Path messages, with embedded RNAP Quotation
information are sent periodically from the sender-local
router towards the receiver-local router. At present, the
Quotation message only contains the Price structure,
with quoted price and accumulated charge information.
In general, it would contain various SSP and SIP fields.
As a Path message passes each node, the Price field is
updated to add the price computed at the local node
and the incremental charge for the previous period.

2. The HRN at the receiver receives the Path message
and sends a RSVP Resv request, with embedded RNAP
Reservation information. The Price received from Path
is copied into the Price field that will be sent with
the RSVP Resv message to sender direction, with the
Price:HRN Data field updated to indicate receiver in-
formation.

3. When a RSVP Resv request is rejected, an RSVP
ResvErr message is sent to the receiver HRN, with em-
bedded Commitinformation. This information includes
“bandwidth available” information in the Price:HRN
Data — Maximum Rate field.

In the present implementation, user traffic is served ei-
ther best-effort, or using the Controlled Load service model.
Resource reservation on each hop is performed using Class-
Based Queueing (CBQ) [29]. CBQ achieves partitioning
and sharing of link bandwidth using hierarchically struc-
tured classes. Each class has its own queue and is assigned a
share of the link bandwidth. A child class can borrow band-
width from its parent class as long as excess bandwidth is
available. Weighted-round robin (WRR) scheduling is used
to serve packets from classes with the same priority.

One or more flows may request CL service at the router.
When the corresponding RNAP session is established at the
router, a corresponding new CBQ class is created under the
parent class that is configured for CL service. All CBQ
classes for CL service are served with same high priority,
using WRR scheduling.

A Policy Element, called the Price Element, is defined to
hold Price structure 4. As with other Policy Elements, the
Price Element is opaque to RSVP and is only understood
by policy peers. The Price Element is embedded within
the POLICY_DATA objects [27, 26] of Path messages, Resv
messages and ResvErr messages.

Each node has a resident RNAP agent, as part of the Lo-
cal Policy Decision Point (LPDP) proposed in the COPS
architecture [25, 26]. The RNAP agent periodically com-
putes a set of prices (for the single CL service class) based
on traffic through the node. The RNAP agent also main-
tains the Session Charge State for each session, and updates
it whenever a Path message passes through the node.

Since per flow queuing is used, we do not enforce conges-
tion charging when per-flow queues individually overflow.
Users are simply penalized by dropping packets. However,
the total link usage relative to the total link bandwidth is
monitored, and congestion charge is levied when necessary.

Slo\ /O R1
0o (Ram———(R -0 Ro
S3 R3

Figure 5: Testbed setup

5.2 Experimental Setup

In order to demonstrate some important functionality of
the RNAP protocol at a router, as well as to evaluate the
effectiveness of the pricing algorithm presented in Section
4.5, the above implementation was carried out over a very
simple topology, consisting of 2 nodes connected by a 10
Mb/s link, schematically represented in Fig. 5. The rsvpd
version 4 from ISI [28] was extended to support RNAP, as
discussed above. The ALTQ package [30] has been used for
scheduling and queue management. In particular, CBQ is
used together with rsvpd, and CBQ states are monitored
for pricing and charge purpose.

Three RSVP sessions were established end to end, and
shared the same output interface of the link. To create
different levels of network load, a simple source model was
used in each session to continuously send UDP packets. The
packet generation rate was tunable to allow a session to
adapt to any data rate it intended to send. At any sending
rate, the packets were generated periodically. Background
traffic was sent using best effort service.

Out of the interface capacity of 10 Mb/s of each interface
of Ra and Rb, 4 Mb/s was configured to support the high
priority CL service, and the remaining bandwidth was con-
figured as default class and used for best effort service. To
look closely at the congestion control, pricing and charging
functions of RNAP, the CBQ states were monitored at node
Ra.

During the experiment, each of the three application
HRNs individually tried to optimize its own utility. Since
our main purpose was to test the performance of RNAP at
a router, all the HRNs were given the same budget, and
each HRN asked for the maximum bandwidth it could af-
ford during each negotiation period. Price formulation at
a node was in terms of the holding, usage and congestion
prices, as discussed previously. The HRN was quoted the
current total price, as representing an upper bound on the
charge for the ensuing negotiation period in the absence of
congestion. The targeted utilization of the link was set at
70% (2.8 Mb/s); if the total demand on the link exceeded
this threshold, congestion pricing was enforced as described
previously.

We assumed a service roughly as expensive (per unit
bandwidth) as a telephone line. Assuming a charge of 10
¢/min, and a capacity of 64 kb/s, the usage price is set as
2.6 ¢/Mb. Assuming that the next lower level of service is
charged at 5 ¢/min, or 1.3 ¢/Mb, the holding price is set
at 1.3 ¢/Mb (can be any price proportional to this). The
convergence factor k£ in the congestion equation 4 is set to 1
when the total demand exceeds the supply, and to 0.5 when
demand drops below the total supply (to avoid a sudden in-
crease in requests when the link just becomes un-congested).
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Figure 6: a) The system price and total reservation requests and b)
the throughput of each session shown as a function of the time

The congestion price will stabilize when the difference be-
tween demand and supply is within 5% of the supply.

We assume that the budget available to each application is
such that it can request a sending rate of 1Mb/s at the initial
quoted price. The requested bandwidth will reduce when
the price increases. The performance metrics considered
are: the price dynamics and its influence on the total QoS
requirement from applications, the charge (network revenue)
and the throughput of a flow during each negotiation period.

5.3 Analysis of Results

Figure 6a shows the total price charged at node Ra at dif-
ferent network loads, and the total bandwidth request in
response to changes in price. When the total bandwidth re-
quest is less than the supply bandwidth, 2.8 Mb/s, the price
is set at the minimum level of 3.9 ¢/Mb (p, = 1.3 ¢/Mb,
Py = 2.6 ¢/Mb). At around ¢t = 130 seconds, the total
reservation exceeds the supply bandwidth and the conges-
tion price is enforced for bandwidth reservation. After three
negotiation periods, the total reservation recovers to close
to the supply level, and the new, stabilized price is about
20% greater than the minimum price. At ¢t = 700 seconds,
one of the sessions is terminated, and the total reservation
is now much smaller than the supply. The price starts to
reduce and after 2 negotiation periods the price stabilizes at
3.9 ¢/Mb again.

Fig. 6b shows the change in per-session throughput with
time. It is seen that all the sessions share bandwidth fairly if
all the sessions have the same traffic format, price sensitiv-
ity and budget. If some session can afford a higher price, it
could reserve more bandwidth and gain higher throughput.
Since CBQ is allowed to borrow bandwidth from the parent
class, the throughput of each session is slightly higher than
the requested reservation, around 978 kb/s against 938 kb/s
at time ¢t = 860 seconds. We see that the stabilized reser-
vation rate is only 6.2% lower than the maximum requested
rate.

Fig. 7a shows the computed price at the beginning of each
period. The price for each period is set as the system price
at the beginning of the period, and will be kept constant
during a negotiation interval.

Fig. 7b shows the charge for each negotiation period.
Since in RSVP new intervals are initiated randomly from
15 s to 45 s, the charge for each period varies randomly.
Since all the sessions have equal budgets and similar initial
sending rates, they all have approximately the same charge
within a similar length of negotiation period.

15

w0 70 B0 %00
d|

)
o0 a0 5050 L) o w0 wm a0 Wm0 wm
Time (second) Time (second)

Figure 7: a) The price for each session and b) the session charge
(system revenue) for each negotiation interval shown as a function of
the time

6 Related Work

Negotiation between users and the service provider for pur-
poses such as QoS optimization, improving network utiliza-
tion, and charging, has been studied by a number of re-
searchers [13, 14, 15, 16, 17, 10, 24]. In general, the cited
work differs from ours in that their focus is on the optimal
allocation of system (network) resources to users, and does
not enter into detail about the negotiation process and the
network architecture in which the negotiation takes place.
Our work is more concerned with the specifics of the negoti-
ation process required to arrive at an acceptable allocation
of network resources to users. We attempt to develop a
flexible and general negotiation framework decoupled from
specific network service protocols and pricing and resource
allocation algorithms. Our work can therefore be regarded
as complementary with some of the cited work.

In [23], a charging and payment scheme for RSVP-based
QoS reservations is described. This is closer to our work in
its approach than the references cited above. A significant
difference is the absence of an explicit price quotation mech-
anism - instead, the user accepts or rejects the estimated
charge for a reservation request. Also, the scheme is cou-
pled to a particular service environment (int-serv), whereas
our goal is to develop a more flexible negotiation protocol
usable in different service models. In addition, a flexible
pricing scheme is proposed in our work by dividing the price
into holding price, usage price, and congestion price.

7 Summary and Future Work

The overall objective of this paper has been to develop a
protocol and architecture which enables network service ne-
gotiation for multiple delivery services and environments.
The RNAP protocol enables service negotiation between
user applications and the access network, as well as between
adjoining network domains. The protocol permits negotia-
tion and communication of QoS specifications, user traf-
fic profiles, admission of service requests, and pricing and
charging information for requested services. The periodic
(as well as asynchronous) re-negotiation framework of the
protocol enables dynamic, usage sensitive adaptation of ser-
vice parameters and pricing by the network, if required, and
also enables the user application to respond to changes in
application requirements. At the same time, the framework
provides sufficient flexibility to support users with limited



negotiation capability, or with a requirement for very static
and predictable service specifications.

A pair of alternate protocol architectures has been de-
scribed. The RNAP-D architecture is based on a dis-
tributed, per-node model, while the RNAP-C architecture
concentrates the negotiation functionality at a centralized
entity, the NRN. The first architecture is tailored to deliv-
ery services with relatively strict flow control and “hard”,
or quantitative QoS specifications. The second architecture
may be better suited for delivery service models dealing
with service negotiations with a coarser granularity (mul-
tiple flows or flow-aggregates) and providing statistical or
qualitative specifications. In either case, the architecture is
scalable because it does not assume service reservation with
a particular granularity, and incorporates mechanisms for
flow aggregation. The two architectures use the same set of
RNAP messages, and can co-exist and inter-operate across
multiple administrative domains.

The protocol and architectures provide mechanisms for
local or incremental price computation at a single point in
the network, collation of local prices in order to compute
end-to-end prices along different routes, and communica-
tion of prices and charges to the client. Several price and
charge collation mechanisms have been described for the
distributed and centralized architectures, and end-to-end
pricing and charging across several administrative domains
has also been discussed. An algorithm for local pricing at
a router has been discussed in detail, but the pricing and
charging mechanisms in the protocol are independent of the
specific pricing algorithm used. A protype implementation
of the important RNAP functionalities has been described,
along with some preliminary measurement results.

The important directions for future development of this
work include a more detailed study of mechanisms associ-
ated with resource aggregation, development of more sophis-
ticated pricing strategies, deployment of the full functional-
ity of RNAP in a large scale network, and more extensive
tests for the performance of RNAP signalling.
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